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Firmware Update to Address Cybersecurity Vulnerabilities
Identified in Abbott's (formerly St. Jude Medical's)
Implantable Cardiac Pacemakers
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Device Name:

Abbott's (formerly St. Jude Medical's) implantable cardiac
pacemakers, including cardiac resynchronization therapy
pacemaker (CRT-P) devices:

Accent SR RF™, Accent ST™, Accent MRI™, Accent ST
MRI™, Assurity™, Assurity +™, Assurity MRI™, Accent DR
RF™, Anthem RF™, Allure RF™, Allure Quadra RF™,
Quadra Allure MP RF™, Quadra Allure™, and Quadra
Allure MP™

Manufacturer:

Abbott's (formerly St. Jude Medical's).

Problem:

St. Jude Medical's implantable cardiac pacemakers contain
configurable embedded computer systems that can be
vulnerable to cybersecurity intrusions and exploits. As
medical devices become increasingly interconnected via
the Internet, hospital networks, other medical devices,
and smartphones, there is an increased risk of exploitation
of cybersecurity vulnerabilities, some of which could affect
how a medical device operates.

To address these cybersecurity vulnerabilities and improve
patient safety, St. Jude Medical has developed and
validated a firmware update as a corrective action for all
of their RF-enabled pacemaker devices, including cardiac
resynchronization pacemakers.

The new updates provide an additional layer of security

against unauthorized access to these devices.
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http://www.sfda.gov.sa/en/Pages/default.aspx
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Recommendation:

e Contact Abbott’s authorized representative follow the
issued instructions about the pacemaker firmware
update.

e Healthcare provider should discuss the risks and
benefits of the cybersecurity vulnerabilities and
associated firmware update with your patient.

e Determine if the update is appropriate for the given
patient based on the potential benefits and risks. If
deemed appropriate, install the firmware update
following the instructions on the programmer.

The affected devices are:
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The affected devices are the following St. Jude Medical pacemaker and CRT-P devices:

e Accent

e Anthem

e Accent MRI
e AccentST
e Assurity

e Allure

This communication does NOT apply to any implantable cardiac defibrillators (ICDs) or to cardiac
resynchronization ICDs (CRT-Ds).

For further information, please see the attached
letter. (or Click Here)

You should be aware of the mentioned risks in the notice
and contact the Authorized Representative or the
Distributor in case you counter any of the above-
mentioned cases.

Please share this information with Healthcare
Professionals in your facility.

St. Jude Medical Inc authorized representative in KSA:
Al-Jeel Medical & Trading Co. LTD

Mr. Meshal Aleshaiwy

Mobile: +966 508827808

E-mail: aljeel.sfda@aljeel.com
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http://www.sfda.gov.sa/en/Pages/default.aspx
https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm573669.htm
https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm573669.htm
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Healthcare Professionals should report any adverse events 4y duse &ala 5l g E3Y) Laall dle Il uaisd) Lo
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other Medical Devices) to:

National Center for Medical Devices Reporting (NCMDR (28 5)) Lyl ) Adal) cilaiiall 9 3 gl e Al gll S pall
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