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Dear,
SBED team is pleased to inform you that 25 new FSCA/recalls posted on SFDA website
(Please note: below list of FSCA/ recalls for the period of 9/11/2017 to 9/17/2017

In order to view more details, click the links and for ECRI alerts see the attachments

NOTE:

FSCA / Recalls are classified into three categories, representing the potential risk to
public health: Class | : High Risk, Class Il : Medium Risk and Class IlI: Low Risk.

FSN ( Field Safety Notice) : A communication to customers and/or users sent out by a
manufacturer or its representative in relation to a Field Safety Corrective Action
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[High Priority ] - A29160 : Replacement Bileaflet Mechanical Heart Valves—MHRA Warns of Serious
Risks Associated with Inversion on Holder and Potential for Inverted Implantation
Medical Device Ongoing Action

Published: Tuesday, September 5, 2017

UMDNS Terms:
® Prostheses, Cardiac Vave, Artificial, Bileaflet [33925]

Product Identifier:
OReplacement Bileaflet Mechanical Heart Valves [Consumable]

Geographic Regions: U.K.

Manufacturer(s): St Jude Medical IncOne St Jude Medical Dr, St Paul, MN 55117, United States
LivaNova plc20 Eastbourne Terrace, London W2 6L G, England

Medtronic Ltd9 Hatters Lane, Watford WD18 8WW, England

On-X Life Technologies Inc1655 Roberts Blvd NW, Kennesaw, GA 30144, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, OR/Surgery, Risk Management/Continuous Quality Improvement,
Materials Management

Problem:

OThe U.K. Medicines and Healthcare Products Regulatory Agency (MHRA) hasissued a Medical Device Alert (MDA/2017/028R ) warning healthcare
workers that serious risks are associated with inversion of the above valves on their holder and the potential of inverted implantation. MHRA is aware of
five incidents worldwide, including two fatal cases, over the last 15 yearsin which mechanical bileaflet prosthetic valves of different models are believed
to have been implanted inverted because they were put on their holder upside down. MHRA states that the actual figureislikely higher because these
events are under-reported. The probability of this error islow relative to the millions of valves implanted during this 15-year period. MHRA also states
that the manufacturers of these valves, St. Jude Medical (now Abbott), LivaNova, Medtronic, and On-X Life Technologies, include warningsin the
products’ instructions for use (IFU) warning users not to remount a valve on its holder. St. Jude Medical's holder design is currently unidirectional,
eliminating the risk of inversion on the holder during valve assembly. To help prevent inverted mounting, MHRA has acquired agreement with the other
three manufacturers to redesign their holders to be unidirectional. Depending on the manufacturer, valves mounted on unidirectional holders are unlikely
to become available in the U.K. for ayear or more because these redesigns involve long-term design projects. The manufacturers have not confirmed the
information provided in the source material .

Action Needed:
OMHRA recommends that you take the following actions:

e Do not attempt to reattach avalve to its holder if it is separated before or during valve surgery; doing so is contrary to the manufacturers
IFU.

e Ensure that the whole surgical team is trained on the handling of each make of valve that they use, including awareness of warnings and
precautionsin the IFU and any design features influencing its use.

e Report al adverse events associated with the use of affected product to the manufacturer(s) and to MHRA through the Yellow Card scheme
or the appropriate devolved administration; Welsh customers should follow specific advice for reporting in Walesin MDA/2004/054 .

For technical inquiries to MHRA:

Alexander McLaren or Hazel Randall

Tel.: (020) 30807292 or (020) 30807287, respectively
E-mail: Alexander.McLaren@mhra.gov.uk or Hazel.Randall@mhra.gov.uk
For clinical inquiries to MHRA:

Mark Grumbridge

Tel.: (020) 30807274

E-mall: dct@mhra.gov.uk

Website: Click here

Northern Ireland:

Northern Ireland Adverse Incident Centre

Tel.: (028) 90523868

E-mail: NIAIC@health-ni.gov.uk

Website: Click here

Scotland:

Incident Reporting and Investigation Centre

Tel.: (0131) 2757575

E-mail: nss.iric@nhs.net

Website: Click here

Wales:

Healthcare Quality Division, Welsh Government
Tel.: (02920) 823624 or (02920) 825510

E-mall: Haz-Aic@wales.gsi.gov.uk

Inquiriesto MHRA should cite reference no. MDA/2017/028R or 2015/003/027/401/002.

OReferences:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Replacement bileaflet mechanical heart valves—risk of inverted
implantation [online]. London: Department of Health; 2017 Aug 31 [cited 2017 Aug 31]. (Medical device alert; no. MDA/2017/028R).
Available from Internet: Click here.

Comments:
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e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or

source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2017 Aug 31. MHRA MDA. MDA/2017/028R Download
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[High Priority ] - A29226 : Philips—IntelliVue MX40 Patient-Worn Monitors: Manufacturer Provides

Information Regarding Cybersecurity Vulnerabilities
Medical Device Ongoing Action

Published: Thursday, September 14, 2017

UMDNS Terms:
® Monitoring Systems, Physiologic [12636]
® Monitors, Physiologic, Central Station [20179]
® Software, Physiologic Monitoring [26708]

Product Identifier:

OintelliVue MX40 Patient Worn Monitors (WLAN only) [Capital Equipment]

All software versions below Version B.06.18

Vulnerabilities only affect MX40 WLAN monitors operating on a user-provided 802.11 wireless LAN. MX40 monitors with 1.4 GHz and 2.4 GHz
Smart-Hopping radios are not affected.

Geographic Regions: Worldwide
Manufacturer(s): Philips Healthcare3000 Minuteman Rd, Andover, MA 01810, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient
Services, Nursing, OR/Surgery, Information Technology

Problem:

In a September 11, 2017, Philips Product Security Disclosure of Vulnerabilities and a September 12, 2017, Control Systems Cyber Emergency Response
Team (ICS-CERT) Advisory, Philips and ICS-CERT state that two cybersecurity vulnerabilities have been identified in the above monitors. The
vulnerabilities are the following:

e Vulnerability 1 partial re-association to central monitor [improper cleanup on thrown exception] (CVE-2017-9657): Under specific 802.11
network conditions, an attacker may be able to partially re-associate the above monitors to the central monitoring station. In this state, the
central monitoring station may indicate that the above monitors are not connected or associated to the central monitor, and that they should
be operating in local monitoring mode (local audio-on, screen-on), but the monitor itself may instead still be operating in telemetry mode
(local audio-off, screen-off); if a patient experiences an alarm event and clinical staff expects the monitor to provide local alarming (local
audio-on, local screen-on) when it is not available from the local device, a delay in treatment may occur.

e Vulnerability 2 Wi-Fi access point (AP) “blacklisting” [improper handling of exceptional conditions] (CVE-2017-9658): Certain 802.11
network management instructions may cause the wireless access point to blacklist security defenses when not required, which may
necessitate intervention by hospital staff to reset the monitor and reestablish a network connection to the Wi-Fi access point. During this
state, the monitor can either connect to an alternative access point within signal range for association to a central monitoring station, or it
can remain in local monitoring mode until the device is reset by hospital staff.

ICS-CERT states that these vulnerabilities can be exploited through an adjacent network and that no known public exploits specificaly target these
vulnerabilities. ICS-CERT also states that the vulnerabilities only affect MX40 WLAN monitors operating on a user-provided 802.11 wireless LAN and
that monitors with 1.4 GHz and 2.4 GHz Smart-Hopping radios are not affected.

Action Needed:

Oldentify any affected monitorsin your inventory. If you have affected monitors, verify that you have reviewed the September 11, 2017, Philips Product
Security Disclosure of Vulnerahilities and the September 12, 2017, ICS-CERT Advisory . Software update, Version B.06.18, was released to fix the
partial re-association to central monitor [improper cleanup on thrown exception] vulnerability. The update implements messaging and alarming on the
affected monitors, and at the central monitoring station, when the monitor disconnects from the access point. Philips states that the Wi-Fi access point
(AP) “blacklisting" [improper handling of exceptional conditions] vulnerability is mitigated, but not solved, by monitor design and software update
B.06.18; the affected monitor will switch into local mode with messaging and alarming on the local device and at the central station, alerting hospital
staff when the affected monitor disconnects from the AP and disassociates from central. Philips states that it intends to release a software update in 2017
to correct this vulnerability. ICS-CERT recommends the following actions to reduce the risk of exploitation of these vulnerabilities:

e Minimize network exposure for all medical devices and/or systems, and ensure that they are not accessible from the Internet.
e Locate all medical devices and remote devices behind firewalls, and isolate them from the business network.

e \When remote access is required, use secure methods, such as virtua private networks (VPNs), recognizing that VPNs may have
vulnerabilities and should be updated to the most current version available; VPNs are only as secure as the connected devices.

You may also refer to the ICS-CERT security recommended practices, and additional mitigation guidance and recommended practices are also available
inthe 1CS-CERT Technical Information Paper . Follow the established internal procedures of your organization if you observe any suspected malicious
activity, and report the findings to ICS-CERT for tracking and correlation against other incidents.

For Further Information:

Philips

Website: Click here

References:

e Philips. Philips Product Security Disclosure of Vulnerabilities: Philips IntelliVue MX40 WLAN patient wearable monitor [online]. 2017
Sep 11 [cited 2017 Sep 13]. Available from Internet: Click here.

e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Philips
IntelliView [sic] MX40 patient worn monitor (WLAN) vulnerabilities [online]. 2017 Sep 12 [cited 2017 Sep 13]. Available from Internet:
here.
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Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2017 Sep 13. ICS-CERT Advisory Download

e 2017 Sep 13. Philips Product Security Disclosure of Vulnerabilities Download
e 2017 Sep 14. Manufacturer. The manufacturer confirmed the information in the source material.
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[High Priority ] - A29180 : Philips—Mobile Detector Holders: Loose Screws May Cause Detector to

Fall
Medical Device Ongoing Action

Published: Thursday, September 7, 2017

UMDNS Terms:
® Detectors, X-Ray, Digital Radiography [20791]

Product Identifier:
Mobile Detector Holders [Capital Equipment]
Part No. 9890-010-88152

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Philips Healthcare3000 Minuteman Rd, Andover, MA 01810, United States
Suggested Distribution: Clinical/Biomedical Engineering, Diagnostic Imaging

Problem:

InaJuly 14, 2017, Urgent Field Safety Notice letter submitted by an ECRI Institute member hospital, Philips states that the four countersunk screws that
are used to attach the lock mechanism on the above holders may become loose, potentially causing the detector to fall down when the holder is rotated
9001 clockwise from landscape, additional forceis applied, and the moveable clamp is below the detector. The manufacturer has not confirmed the
information provided in the source material.

Action Needed:

Oldentify any affected product in your inventory. If you have affected product, verify that you have received the July 14, 2017, Urgent Field Safety
Notice letter from Philips. If the lock mechanism of the affected holder can be moved without pressing the actuator, do not rotate the holder clockwise. A
Philips service engineer will contact you to arrange to secure the four affected screws, correctly position the release trigger screw, and test the clamp
force. If you need to contact Philips regarding this action, reference field change order 71200174.

For Further Information:

Philips technical support line

Tel.: (800) 722-9377

Website: Click here

Comments:

e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2017 Sep 6. Member Hospital. Philips letter submitted by an ECRI Institute member hospital. Download
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[High Priority ] - A29189 : Smiths—Medfusion 4000 Wireless Syringe Infusion Pumps: Manufacturer

Identifies Cybersecurity Vulnerabilities
Medical Device Ongoing Action

Published: Thursday, September 14, 2017

UMDNS Terms:
® |nfusion Pumps, Multitherapy, Syringe [13217]

Product Identifier: Medfusion 4000 Wireless Syringe Infusion Pumps [Capital Equipment]
Versions: 1.1, 1.5, 1.6

Geographic Regions: (Impact in specific regions has not been identified or ruled out at the time of this posting), Worldwide
Manufacturer(s): Smiths Medical ASD Inc 1265 Grey Fox Rd, St Paul, MN 55112, United States

Suggested Distribution: Anesthesia, Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery,
Information Technology, NICU, IV Therapy

Problem:

In aMedfusion 4000 Cyber Security Statement, Smiths states that it has identified potential cybersecurity vulnerabilities in the above pumps. A U.S.
Industrial Control systems Cyber Emergency Response Team (ICS-CERT) Advisory states that the following vulnerabilities have been reported:

(1) A third-party component used in the above pumps does not verify input buffer size before copying, leading to a buffer overflow and allowing remote
code execution on the target device. The pump recelves the potentially malicious input infrequently and under certain conditions, increasing the difficulty
of exploitation.

(2) A third-party component used in the pump reads memory out of bounds, causing the communications module to crash. Smiths assesses that the crash
of the communications module would not affect the operation of the therapeutic module.

(3) The pump with default network configuration uses hardcoded credentials to automatically establish awireless network connection. The pump will
establish awireless network connection even if the pump is Ethernet-connected and active; however, if the wireless association is established and the
Ethernet cable is attached, the pump does not attach the network stack to the wireless network. In this scenario, all network traffic isinstead directed over
the wired Ethernet connection.

(4) Thefile transfer protocol (FTP) server on the pump does not require authentication if the pump is configured to allow FTP connections.

(5) The FTP server on the pump contains hardcoded credentials, which are not fully initialized. The FTP server is accessible only of the pump is
configured to alow FTP connections.

(6) Telnet on the pump uses hardcoded credential's, which can be used if the pump is configured to allow external communications. Smiths assesses that it
is not possible to upload files via Telnet and the effect of this vulnerability is limited to the communications module.

(7) The pump does not validate host certificate, leaving the pump vulnerable to a man-in-the-middle (MITM) attack.

(8) The pump stores some passwords in the configuration file, which are accessible if the pump is configured to alow external communications.
ICS-CERT also states that the successful exploitation of these vulnerabilities may allow aremote attacker with high skill to gain unauthorized access and
affect the intended operation of the above pump, compromising the communications and therapeutic modules. The manufacturer has not confirmed the
information provided in the source material .

Action Needed:

Identify any affected pumps in your inventory. If you have affected pumps, verify that you have reviewed the Smiths Medfusion 4000 Cyber Security
Statement and/or the ICS-CERT Advisory . Smithswill release version 1.6.1 for affected pumpsin January 2018 to address these vulnerabilities. Until
the update is performed, Smiths recommends that users apply the following defensive measures:

e Assign static |P addresses to affected pumps.
e Monitor network activity for rogue domain name system (DNS) and dynamic host configuration protocol (DHCP) servers.

e Ensure that network segments in which the Medfusion 4000 medical infusion pumps are installed are segmented from other hospital and
clinical information technology infrastructure.

e Consider implementing network micro segmentation.
e Consider use of network virtual local area networks (VLANS) for the segmentation of affected pumps.

e Apply proper password hygiene standards across systems (i.e., use uppercase, lowercase, specia characters, and a minimum character
length of eight).

e Do not reuse passwords.

e Routinely take backups and perform routine evaluations.

ICS-CERT reminds organizations to perform proper impact analysis and risk assessment by examining their specific clinical use of the pump in the host
environment. NCCIC/ICS-CERT recommends that users take defensive measures to minimize the risk of exploitation of these vulnerabilities, as follows:

e Evaluate the possibility of temporarily disconnecting the pump from the network until the product fix can be applied. Disconnecting the
pump from the network would minimize the attack surface and reduce the risk of exploitation; however, disconnecting the pump would
affect operations, including preventing the pump from receiving drug library updates from the PharmGuard Server. This would require
changes to the drug library to be manually input by clinical staff. According to Smiths, disconnecting the pump from the network does not
aff/ec{tEI the clini (ial s];chinCti onality of the pump. If network accessis required, users should ensure that Port 20/FTP, Port 21/FTP, and Port
23/Telnet are closed.

e Ensurethat the FTP server on the pump is not enabled. If the FTP server is enabled, it should be disabled. Disabling the FTP server will
affect operations, which should be evaluated.

e Ensurethat all unused ports are closed on the affected devices, including Port 20/FTP, Port 21/FTP, and Port 23/TELNET.
e Monitor and log al network traffic attempting to reach the affected products, including Port 20/FTP, Port 21/FTP, and Port 23/TELNET.
e |solate affected products from the Internet and all untrusted systems.

©2017 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159625/20170907SmithsMedfusion4000WirelessSyringeInfusionPumps.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159625/20170907SmithsMedfusion4000WirelessSyringeInfusionPumps.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159714/20170907SmithsMedfusion4000WirelessSyringeInfusionPumpsICSCERT.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159714/20170907SmithsMedfusion4000WirelessSyringeInfusionPumpsICSCERT.pdf?option=80F0607



www.ecri.org . Printed from Health Devices Alerts on Monday, September 18, 2017 Page 2

e Follow good network design practices that include network separation and segmentation; use DMZs (demilitarized zones) with properly
configured firewalls to selectively control traffic; and monitor traffic passed between zones and systems to identify anomalous activity.

e Locate al medical devices and remote devices behind firewalls, and isolate them from the business network.

e \When remote access is required, use secure methods, such as virtua private networks (VPNSs), recognizing that VPNs may also have
vulnerabilities and should be updated to the most current version available. Also recognize that any VPN is only as secure as the connected
devices.

ICS-CERT also provides a section for security recommended practices here.

Additional mitigation guidance and recommended practices are publicly available in the ICSOCERT Technical Information Paper, |ICS-TIP-12-146-
01B--Targeted Cyber Intrusion Detection and Mitigation Strategies, that is available for download from the ICS-CERT web site

( http://ics-cert.us-cert.gov/ ).

Organizations observing any suspected malicious activity should follow their established internal procedures and report their findings to ICS-CERT for
tracking and correlation against other incidents.

For Further Information:

Smiths Medical technical support department

Tel: (800) 258-5361 or (614) 21- 7300

E-malil: info.asd@smiths-medical.com

Website: Click here

References:
e Smiths Medical. Medfusion 4000 cyber security statement [onling] 2017 Sep 7 [cited 2017 Sep 8]. Available from Internet: Click here .

e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Smiths Medical
Medfusion 4000 wireless syringe infusion pump vulnerabilities [advisory online]. 2017 Sep 7 [cited 2017 Sep 8]. Available from Internet:
here.

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 8. Manufacturer. Smiths Statement Download
e 2017 Sep 8. ICS-CERT Advisory (ICSMA-17-250-02) Download
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[High Priority ] - A29173 : BD—Model 8100 Alaris Pump Modules: Posts Connecting Frame to Bezel
Assembly May Separate, Potentially Leading to Over- or Underinfusion
Medical Device Ongoing Action

Published: Thursday, September 7, 2017

UMDNS Terms:
® Controllers, Infusion Pump Systems, Programmable [26655]
® |nfusion Pumps, Multitherapy [13215]
® |nfusion Pumps, Multitherapy, Large Volume [28057]

Product Identifier:

OModel %}0]0 Alaris Pump Modules with the following Assemblies: (1) Bezel Kit, (2) Large Volume Pump (LVP) Mechanism Sub [Capital Equipment,
Consumable

Assembly Part Nos.: (1) 10964559, (2) 10942012

Pump Modules manufactured between November 4, 2011, and March 11, 2012; Pump Modules serviced with LV P Mechanism Sub Assembly between
November 4, 2011, and March 14, 2012; Bezel Kit Assemblies distributed between November 4, 2011, and March 26, 2012

For affected serial numbers, see attachment A of the letter sent to your facility.

Geographic Regions: Austraia, Canada, Middle East, New Zealand, South Africa, U.S.
Manufacturer(s): CareFusion Alaris10020 Pacific Mesa Blvd, San Diego, CA 92121, United States

Suggested Distribution: Anesthesig, Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery, |V
Therapy, Materials Management

Problem:

OIn a September 1, 2017, Urgent Medical Device Recall Notification letter submitted by ECRI Institute member hospitals, BD states that one or more of
the posts that connect the mechanism frame of the above pumps to the bezel assembly may separate, potentially preventing the device from delivering an
accurate amount of fluid flow through the pumping cycle, resulting in an over- or underinfusion condition. BD also states that this problem may prevent
the pump from alarming for an upstream or downstream occlusion condition. The separation of one or more posts is not visible to the end user. Six posts
are located on the innermost side of the mechanical assembly and are not visible from the exterior of the pump (see Figure 1 in the letter ). BD further
states that an over- or underinfusion may lead to injuries requiring medical intervention.

Action Needed:

Oldentify any affected product in your inventory. If you have affected product, verify that you have received the September 1, 2017, Urgent Medical
Device Recall Notification letter, Customer Response Card, FAQs, and affected serial number and kit information from BD. BD states that you may still
use affected product until the problem is fixed; however, clinicians should remove the pump from service if it shows signs of infusion at an unexpected
rate. Use nonaffected devicesin high risk areas if possible. Consider having additional devices as backup until affected devices are remediated. If a
device exhibits the problem described above, isolate and discontinue use of the device. Notify the BD support center by telephone or by e-mail using the
information below. BD will contact your facility to arrange to replace the mechanical assembly on the affected devices at no cost. Complete the Customer
Response Card, and return it to BD using the instructions on the form. U.S. customers should report serious adverse events or product quality problems
relating to the use of affected product to FDA's MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178;
by mail (using postage-paid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787;
or online at the MedWatch website .

For Further Information:

For recall-related and general follow-up questions:

BD support center

Tel.: (888) 562-6018, 7 am. to 4 p.m. Pacific time, Monday through Friday

E-mall: supportcenter@carefusion.com

For clinical inquiries, product complaints, and clinical troubleshooting:

BD customer advocacy department

Tel.: (888) 812-3266

E-mall: customerfeedback@carefusion.com

For technical inquiries:

BD technical support department

Tel.: (888) 812-3229, 6 am. to 5 p.m. Pacific time, Monday through Friday

E-mail: DL-US-INF-TechSupport@carefusion.com

Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2017 Sep 5. Member Hospital. BD letter submitted by ECRI Institute member hospitals Download
e 2017 Sep 5. Member Hospital. (includes reply form) Download

e 2017 Sep 5. Member Hospital. FAQ Download
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[Critical Priority ] - A29217 : Biosense Webster—THERMOCOOL Catheters: Magnetic Distortion Error

May Result in Unintended Delivery of RF Energy

Medical Device Ongoing Action

Published: Thursday, September 14, 2017
Last Updated: Friday, September 15, 2017

UMDNS Terms:
® Catheters, Cardiac, Ablation [16655]

Product Identifier:

THERMOCOOL Catalog
Catheters: Nos.:

Lot Nos.:

17637495
Ii’7638118
Ii'7638387
Ii’7638388
Iil7638389

Ii'7639706
Ii’7639707
5'7639708
BNIZ5FICT 17640039
BNI35DFC 3’7540040

D’131503, 17640041
D131504

SF NAV

17640490
i364o494
h7640742
57640743
h%640744
57640952
57640953
&7640954

L,
17643130 |
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17676952
5%677062
5?677144
57680082
57680149
53680198
57680199
57682731
53682732
5%682733
5?682789
57682790
5%682820
53682853
57682854
5%682855
53682858
5%682910
5?682911

L,
17682912

5%685693
53685715
57685742
5%685763
53685770
5%685772
5?685795
57685805
5%685806
53685816
57685843
5%685844
53685859
5%685883
5?685885
57685886
5%685887
53685901
57685902
5%689355

L,
17689358
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L,
17689360
L,
17689361

L,
17689369
L,
17689370

L,
17689371
[Consumable] L,

17689372
Geographic Regions: (Impact in adg
89380
Manufacturer(s): Blownsa_Websterl
17689381
Suggested Distribution: Cardiology
17689387

itional regions has not been identified or ruled out at the time of this posting), U.S.
nc3333 Diamond Canyon Rd, Diamond Bar, CA 91765, United States
/Cardiac Catheterization Laboratory, OR/Surgery, Materials Management

Problem: In a September 6, 2017, Urg
has received reports of Alert 4028089
System. Magnetic distortion roay result i
When radio-frequency energy 1368
402, the steps are not effective for the
iare unlikely but possible if the pegegdan
incident of pericardial effusion necessit

information provided in the sa

L,
17689405

IAction Needed: Identify
September 6, 2017, Urgent M
hether you have affected pri
ishipping label. Upon receipt

95

facility of the information in éébgﬁ[g
For Further Information:
Biosense Webster local repr 51%66

Tel.: (866) 473-7823, 7 am. t
ebsite: Click here

Comments: 17689451

determine that itLis appropr|
we will post a

17689477
Source(s): Ii7 689479
17689485
L,
17689486
L,
17689487

L,
17RR048R

L,
e Thisalertisalivipggnmm

e 2017 Sep 12. Member Hosj

t Medical Device Recall |etter submitted by ECRI Institute member hospitals, Biosense Webster states that it
essages ("Map: magnetic distortion™) associated with use of the above catheters connected to the CARTO 3
inaccurate catheter tip location information on the system, potentially leading to ablation in an unintended area
. Biosense Webster also states that while the CARTO 3 System user manual provides steps for resolving Alert
ve catheters, potentially resulting in atrioventricular (AV) block, vascular injury, or cardiac perforation, which
selects a higher-than-required power setting for a given anatomic area. Biosense Webster further states that one
ing pericardiocentesis with no further patient consequences reported. The manufacturer has not confirmed the

ly affected product in your inventory. If you have any affected product, verify that you have received the

ce Recall letter, prepaid shipping label, and Business Reply Form from Biosense Webster. Regardless of

blete the Business Reply Form and return it, along with affected product (if any), to Stericycle using the prepaid
Biosense Webster will provide your facility with replacement product. Notify all relevant personnel at your
Medical Device Recall letter.

Biosense Webster

./%Bgn 4gastern time, Monday through Friday

lent and may be updated when ECRI Institute receives additional information. In circumstances in which we
ate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
pte aert. In other cases, we may add information, such as additional commentary, recommendations, and/or

source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

hital. BiossenseWebster letter submitted by ECRI Institute member hospitals (includes reply form) Download
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[High Priority ] - A29227 : Abbott—ARCHITECT Analyzers and cSystems: Manufacturer Establishes

Medical Device Cybersecurity Program
Medical Device Ongoing Action

Published: Thursday, September 14, 2017

UMDNS Terms:
® Analyzers, Laboratory, Clinical Chemistry, Automated, Centrifugal [16300]
® Analyzers, Laboratory, Clinical Chemistry, Automated, Continuous-Flow [16301]
® Analyzers, Laboratory, Clinical Chemistry, Automated, Discrete [16299]

Product Identifier:

ARCHITECT

Systems List Nos.:

i1000SR Analyzer 01L86

i2000SR Analyzer 03M74
12000 Analyzer 08C89

cSystems c4000  02P24

cSystems ¢c8000  01G06

cSystems 16000  03L77

[Capital Equipment]

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Abbott Laboratories Inc 100 Abbott Park Rd, Abbott Park, IL 60064-3500, United States

Suggested Distribution: Clinical/Biomedical Engineering, Clinical Laboratory/Pathology, Information Technology

Problem:

In an August 22, 2017, Product Information letter submitted by an ECRI Institute member hospital, Abbott states that it has established a Medical Device
Cybersecurity program to monitor potential threats and implement appropriate responses. Abbott further states that the above analyzers and csystems are,
by design, configured to protect against emerging cybersecurity threats, and that the key elements of the cybersecurity for the above systems are as
follows:

o Network segregation: An Abbott configured firewall segregates the instrument from the customer network and controls the flow of data to
and from the instrument. This creates a secure enclave that protects the ARCHITECT system, in addition to the protection provided by the
customer's network controls. Only Abbottlink and Health Level 7 (HL7) host communication is allowed through the firewall. When
configured to use the RS-232 connection for American Society for Testing and Materials (ASTM) host communication, the ARCHITECT is
isolated from network-based attacks by this serial connection.

e Digital content: Assay files digitally delivered to ARCHITECT are protected with encryption.

e Kiosk operation: All user interaction with ARCHITECT is controlled through the user interface to prevent unauthorized accessto the
operating system and instrument applications. Autorun from external mediais disabled, and al interactions with external mediaare
managed by the application.

e Remote maintenance: Abbottlink is used for remote maintenance and diagnostics. Transport Layer Security (TLS) isused for all
communication between ARCHITECT and Abbottlink, and Advance Encryption Standard (AES) 256-bit encryption protects the integrity of
datain transit.

e System backups: Critical services have been identified and adequate capacity is ensured to maintain availability of the product.

e Role-based access controls: Users are required to have unique, role-based accounts to access the system. The system grants permissions
based on least privileges.

The manufacturer has not confirmed the information provided in the source material.

Action Needed:
Oldentify any affected product in your inventory. If you have affected product, verify that you have received the August 22, 2017, Product Information
letter from Abbott. To ensure the cybersecurity of affected systems, adhere to the following:

e Protect the physical security of the ARCHITECT instrument and operate it in a secure manner. Control and monitor physical accessto the
instrument using mechanisms such as security cameras, security badges, mantraps (also called access control vestibules), keypads, and
biometrics. For networked systems, ensure the Abbott provided firewall remainsin service as configured by your Abbott representative.

e Secure your network using network intrusion detection and prevention mechanisms, using adequately hardened network/application
firewalls and network segmentation.

e Restrict accessto ARCHITECT in accordance with your organization's security policies and through the user accounts maintained by the

©2017 ECRI Ingtitute
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ARCHITECT system.
e Reports or other data exported from ARCHITECT should be controlled with appropriate laboratory practices.

For Further Information:
U.S. Customers

Abbott customer service
Tel.: (877) 422-2688
Website: Click here

Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2017 Sep 13. Member Hospital. Abbott letter submitted by an ECRI Institute member hospital Download
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[High Priority ] - A29120 : Abbott—Alinity hq Analyzers: Tube Handling Robot May Exhibit Error or

Failure
Medical Device Ongoing Action

Published: Thursday, September 7, 2017

UMDNS Terms:
® Analyzers, Laboratory, Hematology [17740]

Product Identifier:
Alinity hg Analyzers [Capital Equipment]
List No. 09P68-01; Serial Nos.: hq00102, hq00103, hq00105, hq00106, hg00107

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.K.
Manufacturer(s): Abbott GmbH & Co KGMax-Planck-Ring 2, D-65205 Wiesbaden, Germany
Suggested Distribution: Clinical/Biomedical Engineering, Clinical Laboratory/Pathology

Problem:

Inan August 2, 2017, Urgent Field Safety Notice Product Correction letter post by the U.K. Medicines and Healthcare Products Regulatory Agency
(MHRA), Abbott states that the tube-handling robot of the above analyzers may exhibit error code 5850 “ Gripper Error" and failure because of
improperly routed internal wires/cables that may wear prematurely. Abbott also states that thereis no impact on patient results; however, the generation
of patient results may be delayed if the robot fails. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Identify any affected analyzersin your inventory. If you have affected analyzers, verify that you have received the August 2, 2017, Urgent Field Safety
Notice Product Correction letter from Abbott. An Abbott representative will contact your facility to schedule arobot replacement on affected product at
no charge. Ensure that you have a backup instrument or the ability to send samples to another location for processing if the instrument stops working
before robot replacement. Forward a copy of the Urgent Field Safety Notice Product Correction letter to any facility to which you have further distributed
affected product, and retain a copy of the letter with your laboratory records.

For Further Information:

Abbott

Website: Click here

References:
e Great Britain. Medicines and Healthcare Products Regulatory Agency. Abbott: Alinity hq analyzer [online]. London: Department of Health;
2017 Aug 21 [cited 2017 Aug 21]. (Field safety notice; reference no. 2017/008/003/701/018). Available from Internet: Click here.
Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):

e 2017 Aug 21. MHRA FSN. 2017/008/003/701/018 Download
e 2017 Aug 21. MHRA FSN. Download
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[High Priority ] - A29200 : Abbott—Alinity hq Analyzers: Laser Optics Bench May Experience Laser

Power Transmission Loss
Medical Device Ongoing Action

Published: Wednesday, September 13, 2017

UMDNS Terms:
® Analyzers, Laboratory, Hematology [17740]

Product Identifier:
OAlinity hq Analyzers [Capital Equipment]
List No. 09P68-01; Serial Nos.: hq00102, hq00103, hq00105, hq00106, hq00107

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.K.
Manufacturer(s): Abbott GmbH & Co KGMax-Planck-Ring 2, D-65205 Wiesbaden, Germany
Suggested Distribution: Clinical/Biomedical Engineering, Clinical Laboratory/Pathology, Information Technology

Problem:

Olnan August 31, 2017, Urgent Field Safety Notice letter posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA), Abbott
states that the laser optics bench of the above analyzers may experience agradual reduction in laser power transmission. If laser power transmission loss
continues without action, the following may occur or be required:

1. Falsely decreased mean corpuscular volume (MCV), red cell distribution width (RDW) and hematocrit (HCT) parameters, and falsely
increased mean cellular hemoglobin concentration (MCHC)

An unplanned service call for laboratory quality controls not staying within limits for affected parameters
Alinity hg analyzer may become inoperable, and require alaser optics bench replacement

Abbott also states that internal data indicates that the laser power transmission from an optics bench may gradually decrease up to 2% per month with
corresponding MCV, RDW, and HCT decreases of approximately 1.6%, 2.0%, and 2.0% respectively, and an MCHC increase of approximately 2.2%.
Abbott further states that data indicates that no other parameters are affected when there is up to a 5% decrease in laser power transmission. Additionally,
Abbott states that adelay in patient result generation may occur because of this problem and that previously generated patient results are not affected. The
manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have received the August 31, 2017, Urgent Field Safety
Notice letter from Abbott. As part of routine laboratory practices, use laboratory quality controls, including laboratory established parameter ranges and
moving averages, to monitor system performance. Abbott will also monitor your systems performance through Abbott Link and will schedule planned
service events to inspect, adjust, or replace the laser optics bench before power transmission decreases approximately 3% or as you request. Ensure that
your laboratory has a backup instrument or the ability to send samples to another location for processing if the analyzer stops working before actions are
taken. A software revision, which will automatically monitor and compensate for the gradual reduction in laser power transmission, is planned to be
availablein October 2017. Forward a copy of the Urgent Field Safety Notice letter to any facility to which you have further distributed affected product.
Retain a copy of the letter for your laboratory records.

For Further Information:

Abbott

Website: Click here

References:
e Great Britain. Medicines and Healthcare Products Regulatory Agency. Abbott: Alinity hq analyzer [online]. London: Department of Health;
2017 Sep 11 [cited 2017 Sep 12]. (Field safety notice; reference no. 2017/009/004/291/001). Available from Internet: Click here.
Comments:

e [[Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 12. MHRA FSN. 2017/009/004/291/001 Download
e 2017 Sep 12. MHRA FSN. Download
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[High Priority ] - A29208 : Mentor—Cohesive | Siltex Round Ultra High Profile Gel Breast Implants:
May Be Mislabeled
Medical Device Ongoing Action

Published: Wednesday, September 13, 2017

UMDNS Terms:
® Breast Implants, Gel-Filled [17855]

Product Identifier:

Cohesive | Siltex Round ) )
Ultra High Profile Gel ~ PartNos.: Lot Nos.:

Rroact Imnlante:

240 cc 354-5240 7464364
350 cc 354-5350 7464368

[Consumable]

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.K.&#160;
Manufacturer(s): Mentor Worldwide LLC33 Technology Dr, Irvine, CA 92618, United States

Suggested Distribution: OR/Surgery, Dermatology, Materials Management

Problem:

OInan Urgent Field Safety Notice letter posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA), Mentor states that the part
number, lot number, volume, and dimensions on the packaging of the above implants may not match the laser-engraved label on the implant itself.
Mentor also states that the labeling error may cause prolonged surgery time, the need to reschedul e procedures while the correct size implant is retrieved,
or, if theincorrect size implant is used in a patient, there isarisk for cosmetic outcome dissatisfaction and an increased potential need for revision
surgery. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify any affected product in your inventory (see appendix | inthe letter for label examples and details). If you have affected product, verify that
you have received the Urgent Field Safety Notice |etter and Business Reply Form from Mentor. Complete the Business Reply form, and return it to
Mentor. To return affected product, complete both the customer acknowledgment and product return sections of the Business Reply Form. Use the
enclosed prepaid shipping label, attach the Business Reply Form with your product return, and return the products to Mentor. Contact your local sales
representative if you need further assistance or information. Upon receipt of the completed Business Reply Form and your product return, Mentor will
provide your facility with credit or replacement product. Incomplete Business Reply Forms cannot be processed. If the product has been successful ly
implanted, update patient records to reflect the correct product part number and lot number for traceability. Notify all relevant personnel at your facility
of the information in the Urgent Field Safety Notice letter. Maintain a copy of the letter where the inventory and usage of the affected products are
located until all affected products are returned.

For Further Information:

Mentor

Website: Click here

References:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Mentor: Siltex round ultra high profile gel breast implant [onling].
London: Department of Health; 2017 Sep 11 [cited 2017 Sep 12]. (Field safety notice; reference no. 2017/008/031/701/017). Available from
Internet: Click here.

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2017 Sep 12. MHRA FSN. 2017/008/031/701/017 Download
e 2017 Sep 12. MHRA FSN. Download

©2017 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159803/2017MentorBreastImpantsMHRA.pdf?option=80F0607

http://www.mentorwwllc.com/global-us/AboutUs.aspx?Section=Contact

https://www.gov.uk/drug-device-alerts/field-safety-notice-04-to-08-september-2017

https://www.gov.uk/drug-device-alerts/field-safety-notice-04-to-08-september-2017

https://members2.ecri.orgwww.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

https://members2.ecri.orgwww.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159802/20170911MentorBreastImpantsMHRACover.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159803/2017MentorBreastImpantsMHRA.pdf
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http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=11524
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=11520
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=11514
http://Attached
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=11521
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[High Priority ] - A29212 : Zimmer Biomet—Ziptight Ankle Syndesmosis Fixation Systems: May Be
Packaged without Tip Protectors
Medical Device Ongoing Action

Published: Wednesday, September 13, 2017

UMDNS Terms:
® Orthopedic Internal Fixation Systems, Fracture [12833]

Product Identifier:

OTitanium Ziptight Ankle Syndesmosis Fixation Systems [Consumable]

Catalog No. 904759; Lot Nos.: 058860, 058880, 058890, 058910, 116030, 169780, 169790, 213450, 213480, 374420, 392530, 476670, 503830, 614910,
670640, 728190, 984070, 984080

Units distributed between April and August 2017

Geographic Regions: Worldwide
Manufacturer(s): Zimmer Biomet345 E Main St, Warsaw, IN 46580, United States
Suggested Distribution: Infection Control, OR/Surgery, Orthopedics, Materials Management

Problem:

Inan August 22, 2017, Urgent Medical Device Recall Removal letter submitted by an ECRI Institute member hospital, Zimmer Biomet states that the
above fixation systems may be packaged without the tip protectors, potentialy leading to adelay in surgery of less than 30 minutes or infection,
necessitating revision surgery. Health Canada states that Zimmer Biomet initiated arecall on August 29, 2017.

Action Needed:

Oldentify and isolate any affected product in your inventory. If you have affected product, verify that you received the August 22, 2017, Urgent Medical
Device Recall Removal letter and Certificate of Acknowledgment form or have been otherwise contacted by Zimmer Biomet. Complete the Certificate of
Acknowledgment form, and return it to Zimmer Biomet using the instructions on the form. Y our Zimmer Biomet sales representative will remove
affected product from your facility. Zimmer Biomet states that no specific patient monitoring instructions are recommended beyond your existing follow-
up schedule. Report any adverse events associated with the use of affected product to Zimmer Biomet by e-mail at
product.experience@zimmerbiomet.com . U.S. customers should also report adverse events or product quality problems relating to the use of affected
product to FDA's MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid
FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch
website .

For Further Information:

Zimmer Biomet customer call center

Tel.: (574) 371-3071, 8 am. to 5 p.m. Eastern time, Monday through Friday

E-mail: corporatequality.postmarket@zimmerbiomet.com
Website: Click here

References:
e Health Canada. Recalls and safety alerts. Ziptight ankle syndesmosis fixation [onling]. 2017 Sep 11 [cited 2017 Sep 12]. Available from
Internet: Click here.
Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customersto repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 12. Health Canada Recall Listings. Class 1. Identification No. RA-64500 Download

e 2017 Sep 12. Member Hospital. ZFA 2017-323 (includes reply form) Download

e 2017 Sep 13. Manufacturer. The manufacturer confirmed the information provided in the source material.

©2017 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



mailto:product.experience@zimmerbiomet.com

https://www.fda.gov/Safety/MedWatch/HowToReport/DownloadForms/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

mailto:corporatequality.postmarket@zimmerbiomet.com

http://www.zimmerbiomet.com/corporate/about-zimmer-biomet/contacts-and-locations.html

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2017/64500r-eng.php

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2017/64500r-eng.php

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159818/20170911ZimmerBiometZiptightAnkleSyndesmosisFixationHC.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159840/20170822ZimmerBiometZiptightAnkleSyndesmosisFixationSystemsClient.pdf
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[High Priority ] - A29172 : Foshan Flying Medical Products—Alcohol Pads and Benzalkonium
Chloride Antiseptic Towelettes: Sterility May Be Compromised and/or May Have Other Quality
Problems; FDA Advises against Use

Medical Device Ongoing Action

Published: Thursday, September 7, 2017

UMDNS Terms:
® Towelettes, Personal, Antiseptic [17988]

Product Identifier:
Products: (1) Alcohol Pads, (2) Benzalkonium Chloride Antiseptic Towelettes

FDA is aware of the following

products; however, there may
be additional products on the
market:

NDC Nos.:

Alcohol Prep Pads (distributed

by Total Resources) 54429-0101-1

Benzalkonium Chloride

Antiseptic/First Aid Antiseptic

Single Count Antiseptic Not listed
Towelettes (distributed by

Total Resources)

Alcohol Prep Pads (100

individual pads per package) ] ]
(distributed by Simple 98302-0001-05
Diagnostics)

Sterile 70% Isopropy Alcohol
Alcohol Pads (distributed by ~ Not listed
Simple Diagnostics)

[Consumable]

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.

Distributor(s): ® Tota Resources International Inc420 S Lemon Ave, Walnut, CA 91789, United States
® Simple DiagnosticsPO Box 128, Williston Park, NY 11596, United States

Manufacturer(s): Foshan Flying Medical Products [0]. Zumiao 1st Rd, Chancheng, Foshan City, Guangdong, China 528000

Suggested Distribution: Emergency/Outpatient Services, Infection Control, Nursing, OR/Surgery, Pediatrics, Pulmonology/Respiratory Therapy,
Home Care, Dentistry/Ora Surgery, EM S/Transport, Pharmacy, Materials Management

Problem:

In a September 1, 2017, MedWatch Safety Alert and a September 1, 2017, Drug Safety and Availability alert, FDA states that although the manufacturer
has not taken action to remove the above pads and towel ettes from the market, it is advising against their use because they lack sterility assurance and
may have other quality problems. FDA also states that on May 23, 2017, it placed all drug products made by the manufacturer on import alert to prevent
them from entering the U.S. Additionally, FDA statesthat it sent a warning letter to the manufacturer on August 1, 2017, for violations of current good
manufacturing practice regulations. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify, discontinue use of, and discard any affected product in your inventory. If you have affected product, verify that you have reviewed the
September 1, 2017, MedWatch Safety Alert and Drug Safety and Availability alert. Patients should contact a doctor if they experience any adverse
reactions after using affected product. U.S. customers should report any adverse events or quality problems with affected product to FDA's MedWatch
Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available
here) at MedWatch, HF-2, FDA, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

OReferences:
United States:

e Food and Drug Administration. FDA alerts health care professionals and patients not to use alcohol pads or benzalkonium chloride
antiseptic towel ettes manufactured by Foshan Flying Medical Products [online]. 2017 Sep 1 [cited 2017 Sep 5]. Available from Internet: Cl
ick here.

e Food and Drug Administration. MedWatch. Alcohol pads or benzal konium chloride antiseptic towel ettes by Foshan Flying Medical

©2017 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://www.accessdata.fda.gov/cms_ia/importalert_189.html

https://www.fda.gov/ICECI/EnforcementActions/WarningLetters/2017/ucm570534.htm

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm574576.htm

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm574576.htm

https://www.fda.gov/Drugs/DrugSafety/ucm574386.htm

http://www.fda.gov/MedWatch/getforms.htm

https://www.accessdata.fda.gov/scripts/medwatch/medwatch-online.htm

https://www.accessdata.fda.gov/scripts/medwatch/medwatch-online.htm

https://www.fda.gov/Drugs/DrugSafety/ucm574386.htm

https://www.fda.gov/Drugs/DrugSafety/ucm574386.htm

https://www.fda.gov/Drugs/DrugSafety/ucm574386.htm
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Products: FDA alert—Ilack of sterility assurance and other quality issues [online]. 2017 Sep 1 [cited 2017 Sep 5]. Available from Internet:
here.

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customersto repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 5. FDA. MedWatch Safety Alert Download

e 2017 Sep 7. FDA. Download

e 2017 Sep 7. FDA. Warning Letter Download

©2017 ECRI Ingtitute
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https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm574576.htm

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm574576.htm

https://members2.ecri.orgwww.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

https://members2.ecri.orgwww.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159561/20170901FoshanFlyingMedicalProductsTowelettesFDASafetyAlert.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159562/20170901FoshanFLyingdrugsafetyandavailabilityFDA.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159563/FOshanFlyingWarningletterFDA.pdf
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Cardinal Health
3651 Birchwood Drive

URGENT: PRODUCT RECALL Waukegan, IL 60085

800.292.9332 tel
847.689.9101 fax

CardinalHealth
August 30", 2017

Presource® Kits Containing Sage Oral Care Products
FILE#: Event-2017-00953
Dear Valued Customer or Distributor:

Cardinal Health has recently been informed by CP Sage Products, that they have initiated a
recall on several of their Oral Care Products due to the potential for cross-contamination of Oral
Care solutions manufactured by a third party supplier on equipment shared with non-
pharmaceutical products.

Presource® has completed its investigation, please reference the attached report identifying your
facility’s kits, along with the corresponding Lot Numbers that may be affected by this action.

If you locate affected product within your facility, please do the following:

1. QUARANTINE affected kits.

ALERT your clinicians of this action.

AFFIX a WARNING LABEL to the front of each kit so that it is clearly visible to
clinicians, instructing them to remove and discard the recalled component from the
Presource Kit.

4. RETURN a copy of the enclosed Acknowledgment Form confirming your receipt of this
action and the completion of labeling product, via fax to 847.689.9101 or 614.652.9648.

w N

Additional labels will be sent to your facility upon request, please send an email to:
gmb-FieldCorrectiveAction@cardinalhealth.com

If you do not wish to accept labeled product or label the product in your possession, please
contact Presource Sales Operations at 800.766.0706, or your sales representative for further
instruction.

If you are a Distributor and have further distributed affected kits please notify your customers of
this recall.

We sincerely apologize for any inconvenience this notice may have caused you and your staff.
Should you have any questions, require additional labels or desire special assistance relating to
this recall, please feel free to contact Cardinal Health Quality Systems at 800.292.9332.

Sincerely,

Oeboraty Dinson

Senior Regulatory Management Specialist
Cardinal Health



mailto:gmb-FieldCorrectiveAction@cardinalhealth.com



RECALL ACKNOWLEDGMENT FORM | SUPPLIER: Presource/SAGE
CardinalHealth RECALL DATE: 8/30/2017

FILE#: 2017-00953

Your response to thisrecall noticeisrequired

Please fax thisform to 847-689-9101 or 614-652-9648 or Scan and email to gmb-
fieldcorrectiveaction@cardinalhealth.com evenif you do not have recalled product on hand.

] We hawe affected inventory within our possession. Quantity on hand:
] We have no affected inventory within our possession.

Print name of person completing this form
Print Institution Name, City, State, Zip
(IF DIFFERENT FROM LABEL BELOW)

Email address

Phone number

Fax number

THIS IS NOT A PRODUCT RETURN LABEL

FOR PRODUCT RETURNS— PLEASE FOLLOW INSTRUCTIONS ON THE ENCLOSED NOTICE




mailto:gmb-fieldcorrectiveaction@cardinalhealth.com

mailto:gmb-fieldcorrectiveaction@cardinalhealth.com



WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALLOTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING
THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALL OTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALL OTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALLOTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING
THE SINGLE USE SUCTION SWABS SYSTEM WITH

PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALL OTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALLOTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING
THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALL OTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALLOTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING

THE SINGLE USE SUCTION SWABS SYSTEM WITH
PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALLOTHER COMPONENTSARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953

WARNING
THE SINGLE USE SUCTION SWABS SYSTEM WITH

PEROX-A-MINT ™ SOLUTION BY SAGE, COMPONENT #
6513 AND 6065, HAVE BEEN RECALLED

REMOVE AND DISCARD RECALLED COMPONENT
UPON OPENING KITS

ALL OTHER COMPONENTS ARE SAFE FOR USE
REFERTO RECALL LETTER EVENT-2017-00953
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		RECALL WARNING LABEL 4X2
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[High Priority ] - A29158 : Smiths—Eye Wash, Saline, and Sterile Water: Containers May Leak
Medical Device Ongoing Action

Published: Tuesday, September 5, 2017
Last Updated: Thursday, September 7, 2017

UMDNS Terms:
® Sterile Solution Bottles [15086]

Product Identifier:
Product
Nos.:

loz

. 32-
Sterile
Eyewas 005582
40z

. 32-
Sterile
!Eyewas 005583
5mL
Unit
Dose
Normal R0059 B360
Saline
(0.9%)
1,000/c

acn

Products: Lot Nos.:

7516

A225

5mL

Normal

Saline

(0.9%) UD9005 B515
Unit

Dose

1,000/c

Y-Y-N

15  Roisg A66L
- BO67.

A259,
A260,
16 oz A301,
Sterile 32- B117,
Eyewas 005585 B118,

€005,
C219,
7521
A257,
A258,

320z B017,

Sterile 5, B116,

Eyewas B119,

h 005587 B120,

1/each B131,
7535,
7638

450 mL

OR

Finished FB-A-

Bottle 400-107 #1006

Assemb

ly STEP 1

300 to

350 mL

Sterile HCS003

Water 00 Y576

Humidif

ier with

©2017 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.





www.ecri.org . Printed from Health Devices Alerts on Wednesday, September 13, 2017 Page 2

A055,
A056,
A057,
A058,
A103,
350.mL Al76,
Prefilled HCS003 pE>
Sterile 50 !
20/case B531,
B532,
B533,
7101,
7534,
7553,
7554
350 mL
Sterile
Water ﬁgig
Humidif '
. - 352 7263
ier with 2532’
Spsi 7555
Adapter
20/case
350 mL A457,
Sterile A597,
Water B157,
Humidif B236,
ier with 0322IMJ 7589’
5 psi 7655,
Adapter 2656,
20/case 7661
500 mL
Sterile
\L/J\/Seger 1565 Y371
Pour
Bottle
550 mL A092,

Prefilled HCS005 B205,
Sterile 50 B534,
12/case 7205

550 mL

Sterile

Water A054,
Humidif 552 A089,
ier with A090,
5 psi 7262
Adapter

12/case

550 mL
Sterile
Wate(r]I .
Humidi
ier with 0552C 7370
5 psi

Adapter

12/case

550 mL
Sterile

7588,

2597 ©2017 ECRI Institute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.

0552IMJ
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LLonsumanie]

Water

Humidif

ier with

5 psi

Adapter

12/case

1,000

mL

Sterile B209,
water 1065 7505
USP

Pour

Bottle

12/case

Geographic Regions: Austria, Canada, Chile, Cyprus, Czech Republic, Ecuador, Estonia, Germany, Greece, Italy, Japan, Switzerland, U.S.

Manufacturer(s): Smiths Medical ASD Inc (Medex Cardio-Pulmonary Inc) 330 Corporate Woods Dr, Vernon Hills, IL 60061, United States

Suggested Distribution: Critical Care, Emergency/Outpatient Services, Infection Control, Nursing, Home Care, Ophthalmology, IV Therapy,
Materials Management

Problem: In an August 2017 Urgent Medical Device Recall Notice letter posted by the German Federa Institute for Drugs and Medical Devices
(BfArM), Smiths states that containers of the above solutions may be susceptible to leaking. Smiths also states that compromised container barriers may
result in exposure to infectious agents. Health Canada states that the manufacturer initiated arecall on August 18, 2017.

Action Needed:

Oldentify and isolate any affected product in your inventory. The specific product and lot numbers of product your facility purchased will be listed on the
Recall Response Form. If you have affected product, verify that you have received the August 2017 Urgent Medical Device Recall Notice letter, shipping
label, and Recall Response Form from Smiths. If you have affected product, complete the Recall Response Form and return it to Smiths by e-mail at
smithsmedical ste00100@stericycle.com . Return affected product, along with a copy of the Recall Response Form, to Stericycle for processing using the
prepaid shipping labels. Upon receipt of the form and product, Smiths will provide your facility with credit. Forward a copy of the letter to any facility to
which you have further distributed affected product.

For Further Information:

Smiths

Website: Click here

For recall-related inquiries:

Stericycle

E-mail: smithsmedical ste00100@stericycle.com

Website: Click here

References:

o Germany. Federal Institute for Drugs and Medical Devices. Urgent field safety notice for Portex by Smiths Medical ASD, Inc. (Plymouth)
[online]. 2017 Aug 30 [cited 2017 Sep 1]. Available from Internet: Click here .

e Health Canada. Recalls and safety alerts. Sterile water for inhalation USP [online]. 2017 Aug 30 [cited 2017 Sep 1]. Available from
Internet: Click here.
Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 1. BfArM (Germany). 08646/17 Download

e 2017 Sep 1. BfArM (Germany). (includes reply form) Download

o 2017 Sep 1. Health Canada Recall Listings. Type Il. RA-64356 Download

e 2017 Sep 1. Manufacturer. The manufacturer confirmed the information in the source material.
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http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159569/201708xxSmithsSterileWaterBfArM.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/159570/20170818SmithsSterileWaterHC.pdf
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[High Priority ] - A29198 : Integra—TCC-EZ Casts: Exothermic Reactions May Cause Out-of-

Specification Heat Output Levels
Medical Device Ongoing Action

Published: Thursday, September 14, 2017

UMDNS Terms:
® Bandages, Casting, Synthetic [25172]
® Cast Material [10665]

Product Identifier: TCC-EZ Casts [Consumable]
Part No. TCC2-4051; Lot No. 1216033

Geographic Regions: U.S.
Manufacturer(s): Integra LifeSciences Holding Corp 311 Enterprise Dr, Plainsboro, NJ 08536-3339, United States

Suggested Distribution: Emergency/Outpatient Services, OR/Surgery, Orthopedics, Home Care, Physical Therapy/Rehabilitation, Materias
Management

Problem: In an August 16, 2017, Urgent Voluntary Medical Device Recall letter submitted by an ECRI Institute member hospital, Integra states that the
above casts may exhibit increased exothermic reaction, causing higher levels of heat output that are out of the firm’s specifications for acceptability.

Action Needed:

Identify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have received the August 16,
2017, Urgent Voluntary Medical Device Recall letter and Acknowledgment and Return Form from Integra. Complete the Acknowledgment and Return
Form, and return it to Integra using the instructions on the form. Upon receipt of the form, Integrawill contact your facility with a Return Materials
Authorization (RMA) number and instructions for product return. Notify all relevant personnel at your facility of the information in the letter, forward a
copy of the letter to any facility to which you have further distributed affected product, and retain a copy of the letter with your records.

For Further Information:

Integra LifeSciences customer service department

Tel.: (800) 654-2873

Website: Click here

Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):

e 2017 Sep 13. Member Hospital. August 16, 2017 Integraletter submitted by ECRI Institute member hospitals (includes reply
form) Download

o 2017 Sep 14. Manufacturer. Manufacturer confirmed information.
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* The sign (#) on the left side of the FSN's indicates that the source of this FSN is ECRI
* Dndicates that medical devices subject to removal and/ or destroyed action.

* SBED Team Recommend ensuring The listed Distributors in this report as they may
differ from the distributors you are dealing with

SBED is devoted to receive the adverse event report and feedback information about
any medical devices malfunction from hospitals and healthcare facilities all around KSA,
studying them and collaborative working with manufacturers, authorized
representatives and distributors to take the right action and assuring the proper safe
performance.

To see recent recalls kindly visit the following link:

http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositelListing.aspx

In case you find an effected medical devices by any of the published FSN/Recalls, we
urges you to contact the local representative and the National Center for Medical
Device Reporting in order to ensure corrective or planed action been implemented.


http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx

