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Dear,
SBED team is pleased to inform you that 40 new FSCA/recalls posted on SFDA website
(Please note: below list of FSCA/ recalls for the period of 6/11/2018 to 6/17/2018

In order to view more details, click the links and for ECRI alerts see the attachments

NOTE:

FSCA / Recalls are classified into three categories, representing the potential risk to public health:
Class I : High Risk, Class Il : Medium Risk and Class Ill: Low Risk.

FSN ( Field Safety Notice) : A communication to customers and/or users sent out by a manufacturer
or its representative in relation to a Field Safety Corrective Action

Hospital Name

Active Implantable Devices

New  Activa PC+S Implantable Neurostimulator  6/11/2018 Medtronic SA Medtronic Saudi Arabia FSN  https
(INS)


http://www.sfda.gov.sa
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12747

New Single Chamber Temporary External 6/17/2018 Medtronic SA Medtronic Saudi Arabia FSN  https
Pacemaker 53401

Anaesthetic and respiratory devices

New Bivona Tracheostomy Tube Tracheostomy  6/16/2018 = Smiths Medical International almadar medical Est. 2 https
Tubes Limited

Assistive products for persons with disability

New ARCUS treatment tables 6/11/2018 Frei AG Aktive Reha N/A FSN A/Ca\

Diagnostic and therapeutic radiation devices

New 12C (AdaPTinsight) 6/16/2018 IBA Dosimetry GmbH Al-Faisaliah Medical System 2 A/Ca\

New 12C, Proteus ONE and Proteus Plus 6/16/2018 IBA Dosimetry GmbH Al-Faisaliah Medical System 2 A/Ca\

New Allura Xper, UNIQ and Centron 6/17/2018 Philips Healthcare Philips Healthcare Saudi Arabia Ltd. FSN A/Ca\

New ARCTIC SUN 5000 Temperature 6/17/2018 CRBard Inc C.R. BARD Saudi Arabia FSN  https
Management System

New  Brilliance 16 P, Brilliance 16 and Brilliance 64 6/16/2018 Philips Healthcare Philips Healthcare Saudi Arabia Ltd. 2 A/Ca\

New CARESCAPE Monitor B650 6/11/2018 GE Healthcare GE Healthcare 2 ttache



https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12770
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12757
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12743
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12760
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12761
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12769
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12773
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12766
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[High Priority ] - A30726 : GE—CARESCAPE Monitor B650: May Restart Because of a Network

Overload Situation Caused by Network Misconfiguration
Medical Device Ongoing Action

Published: Monday, June 4, 2018

UMDNS Terms:

® Monitors, Physiologic, Multipurpose, Bedside [20170]
Product Identifier:
[Capital Equipment]

GE Healthcare

Product Model

Patient Monitors with Hardwired (LAN) Connections CARESCAPE B650

Geographic Regions: Worldwide
Manufacturer(s): GE Healthcare3000 N. Grandview Blvd., Waukesha, WI 53188, United States

Suggested Distribution: Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery, Information
Technology, Home Care

Problem:

OInaMay 25, 2018, Urgent Medical Device Correction letter submitted by ECRI Institute member hospitals, GE states that when more than one of the
above CARESCAPE B650 monitors are connected to the same network and a network overload occurs for a prolonged time, the monitors may
simultaneously restart as designed. The monitor restart will not be completed until the network problem has been corrected. GE also states that |oss of
overall monitoring for a prolonged time may lead to adelay in detection of permanent or irreversible impairment or life-threatening changesin the
condition of the patient. GE further states that, during the automatic restart cycle, the system will display arestart screen on the bedside monitor, the
monitors will provide an extended audible tone during the restart, and the CARESCAPE Central Station will display a No Communication "NO COMM"
message. After the restart completes, the monitors automatically return to normal monitoring, including availability of trends and data collected
previously, and regain network connection to central monitoring. The CARESCAPE Central Station will also have the capability to provide historical
data and trends. GE states that when the CARESCA PE 650 network is configured and connected appropriately, a network overload situation should not
occur. GE also states that it has received no reports of injury as aresult of this problem.

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have received the May 25, 2018, Urgent Medical Device
Correction letter (all customer with affected systems) and Customer Response Form (U.S. customers only) from GE. If a prolonged network overload
occurs and affected monitors on the network do not resume normal functionality in approximately 90 seconds, perform the following actions:

1. Temporarily switch the monitor from central monitoring to local-only (bedside) monitoring, which can be done by completing the
following:

1. Disconnect the LAN cables from the I X/MC ports on the backside of the monitor (see Figure 1 in the letter ). The monitor will
now be in local-only mode.

2. Keep the patient under close observation and continuous surveillance at the local (bedside) monitor.
3. Disconnect the LAN cables from the monitor (see Figure 1 in the |letter ).

2. Contact your facility's I T department or other appropriate personnel in your facility responsible for the patient monitoring network, and
provide them with the Network Configuration Instructions Summary for Hospital IT section of the letter (Appendix A).

3. After the network problem has been resolved, switch the monitor back to central monitoring by reconnecting the LAN cables to the
IX/MC ports.

4. Verify that the monitoring state and alarm function is correct.

If atransient network overload occurs in which the affected monitors on the network restart within approximately 90 seconds (i.e., all functionality
resumes and the monitor reconnects to the network automatically), proceed with step 2 above to check network functionality. If your network is not
maintained by GE, ensure that the network in your facility meets the network configuration reguirements described in Appendix A of the letter . U.S.
customers should complete the Customer Response Form, and return it to GE using the instructions on the form. If requested, GE will provide your
facility with revised network installation and user instructions documentation. U.S. customers should report adverse events or product quality problems
relating to the use of affected product to FDA’s MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178;
by mail (using postage-paid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787;
or online at the MedWatch website .

For Further Information:

GE healthcare service department

Tel.: (800) 437-1171

Website: Click here

Comments:

e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 May 31. Member Hospital. GE Reference No. 36127-US (includes reply form) Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174149/20180525GECARESCAPEMonitorsClient_Redacted2.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174149/20180525GECARESCAPEMonitorsClient_Redacted2.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174149/20180525GECARESCAPEMonitorsClient_Redacted2.pdf?option=80F0607

https://www.fda.gov/Safety/MedWatch/HowToReport/DownloadForms/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

http://www3.gehealthcare.com/en/global_gateway

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174149/20180525GECARESCAPEMonitorsClient_Redacted2.pdf
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e 2018 Jun 4. Manufacturer. The manufacturer confirmed the information provided in the source material.
e 2018 Jun 4. Manufacturer Letter. GE Reference No. 36127-US (includes reply form) Download

©2018 ECRI Ingtitute
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May be reproduced by subscribing institution for internal distribution only.
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New Carl Zeiss Microscopy for Laser Scanning ~ 6/16/2018 Carl Zeiss Meditec Inc Gulf Medical Co. 2 https
Microscopes (Cell Observer SD, Laser TIRF ://nc

and DirectFRAP)

New Discovery MR750w 6/17/2018 GE Healthcare GE Healthcare FSN A/Ca\

# New IntelliSpace Portal Systems 6/14/2018 Philips Healthcare Philips Healthcare Saudi Arabia Ltd. 2 ttache
New TwinSpeed, Signa Infinity, Excite, Signa 6/17/2018 GE Healthcare GE Healthcare FSN  https
Infinity with Excite Technology, Signa Excite ://nc

3T, Signa Excite HD 1.5T, Signa Excite HD mdr.

3.0T, 1.5T Signa HDx, 3.0T Signa HDx, 1.5T sfda.

Signa HDxt, 3.0T Signa HDxt, Signa HD;, ov.s

Signa Vibrant.

# New Various Devices 6/14/2018 GE Healthcare GE Healthcare 2 ttache

# New Various MAC ECG Systems and Wireless ~ 6/14/2018 GE Healthcare GE Healthcare 2 Attac
Device Servers

# New Visualase Thermal Therapy Systems. 6/11/2018 Medtronic SA Medtronic Saudi Arabia 2 ttache

Electro mechanical medical devices

New Naturalyte Liquid Acid Concentrate for 6/16/2018 Fresenius Medical Care. Fresenius Medical Care GmbH 2 https
Bicarbonate Dialysis, 3.43 Liters

# Update Prismaflex Control Units 6/12/2018 Baxter Healthcare Baxter AG 2 ttache



https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12763
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12771
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12772
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12762
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[High Priority ] - A30194 : Philips—IntelliSpace Portal Systems: Potential Cybersecurity

Vulnerabilities
Medical Device Ongoing Action

Published: Friday, March 16, 2018

UMDNS Terms:

® Workstations, Multiple Modality, Three-Dimensional Image [21972]
Product Identifier:
[Capital Equipment]

Philips Healthcare

Model Software Version

Product

Visualization and Image Analysis Systems Intelli Space Portal (ISP) 7.0.x t0 8.0.x

Geographic Regions: Worldwide
Manufacturer(s): Philips Healthcare3000 Minuteman Rd, Andover, MA 01810, United States
Suggested Distribution: Clinical/Biomedical Engineering, Oncology, |nformation Technology

Problem:

In aFebruary 27, 2018, Advisory, the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) states that that the above systems may
have several cybersecurity vulnerabilities that may allow an attacker to gain unauthorized access to sensitive information, perform man-in-the-middle
attacks, create denial of service conditions, or execute arbitrary code. |CE-CERT also states that impact to individual organizations depends on many
factors that are unique to each organization. Philips further statesit has received no reports of incidents of security breach as aresult of these potential
vulnerabilities. The vulnerabilities are as follows:

o Improper Validation (CWE-20):

e The ISP has multiple input validation vulnerabilities that could allow a remote attacker to execute arbitrary code or cause the
application to crash. CVE-2018-5474, CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0148,
CVE-2017-0272, CVE-2017-0277, CVE-2017-0278, CVE-2017-0279, CVE-2017-0269, CVE-2017-0273, and CVE-2017-0280
have been assigned to these vulnerabilities.

o |nformation Exposure (CWE-200):

e The ISP has multiple information exposure vulnerabilities that could allow an attacker to gain unauthorized access to sensitive
information. CVE-2017-0147, CVE-2017-0267, CVE-2017-0268, CVE-2017-0270, CVE-2017-0271, CVE-2017-0274, CVE-
2017-0275, and CVE-2017-0276, have been assigned to these vulnerabilities.

e Permissions, Privileges, and Access Controls (CWE-264):

e The ISP has multiple permission, privilege, and access control vulnerabilities that could allow an attacker to gain unauthorized
access and in some cases escalate their level of privilege or execute arbitrary code. CVE-2018-5472, CVE-2018-5468, CVE-
2017-0199, and CVE-2005-1794 have been assigned to this vulnerability.

e Unquoted Search Path or Element (CWE-428):

e An unquoted search path or element vulnerability has been identified, potentially allowing an authorized local user to execute
arbitrary code and escalate their level of privileges. CVE-2018-5470, has been assigned to this vulnerability.

o L eftover Debug Code (CWE-489):

e The ISP has avulnerability where code debugging methods are enabled, potentially allowing an attacker to remotely execute
arbitrary code during runtime. CV E-2018-5454 has been assigned to this vulnerability.

e Cryptographic | ssues (CWE-310):

e The ISP has multiple cryptographic vulnerabilities that could allow an attacker to gain unauthorized access to resources and
information. CV E-2018-5458, CVE-2018-5462, CVE-2018-5464, CVE-2018-5466, CV E-2011-3389, CVE-2004-2761, CVE-
2014-3566, and CVE-2016-2183 have been assigned to these vulnerabilities.

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have reviewed the February 27, 2018, ICS-CERT
Advisory. Philips will release an updated version of the | SP to address these potential vulnerabilities. Philips plansto release | SP 7.0 corrective version
(service pack 4) by the end of June 2018 and ISP 8.0 corrective version (service pack 3) by the end of December 2018. Because of the nature of these
problems, Philips recommends the following:

1. To address Information Exposure CWE-200, verify that M S17-010-Security Update for Microsoft Windows SMB Server (4013389) is
installed on the | SP system.

2. Due to the low probability and severity of compromise (risk assessment) of the other possible problems, continue using the system until a
corrective version/service pack is provided.

3. Cybersecurity continues to evolve, and consideration should be made to upgrade to the most recent | SP versions.

Philips' evaluation of operating system security patchesis ongoing, and after appropriate testing, the patches and mitigating controls will be posted on
Philips InCenter . The National Cybersecurity and Communications Integration Center (NCCIC) recommends that users take defensive measures to
minimize the risk of exploitation of these vulnerabilities. Users should do the following:

e Minimize network exposure for all control system devices and/or systems, and ensure that they are not accessible from the Internet.

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.
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e Locate al medical devices and remote devices behind firewalls, and isolate them from the business network.

e When remote access is required, use secure methods, such as Virtua Private Networks (VPNSs), recognizing that VPNs may have
vulnerabilities and should be updated to the most current version available. Also recognize that VPN is only as secure as the connected
devices.

Additiona mitigation guidance and recommended practices are publicly available in the NCCIC Technical Information Paper, |CS-TIP-12-146-01B--
Targeted Cyber Intrusion Detection and Mitigation Strategies , which is available for download from the ICS-CERT website . For the latest security
information for Philips products, see the Philips product security website available here.

For Further Information:

Philips, local

Website: Click here

References:
United States:

e Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Philips Intellispace Portal ISP
vulnerabilities [online]. 2018 Feb 27 [cited 2018 Mar 15]. Available from Internet: Click here.

o Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Targeted cyber intrusion
detection and mitigation strategies (update B) [online]. 2013 Feb 6 [cited 2018 Mar 15]. Available from Internet: Click here.
Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this alert, refer to our HDA Format Guide.

Source(s):
e 2018 Mar 16. ICS-CERT Advisory Download
e 2018 Mar 16. Manufacturer. The manufacturer confirmed the information provided in the source material.

©2018 ECRI Ingtitute
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http://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B

http://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B

http://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B

https://ics-cert.us-cert.gov/

https://ics-cert.us-cert.gov/

https://www.usa.philips.com/healthcare/about/customer-support/product-security

https://www.usa.philips.com/healthcare/about/contact

https://ics-cert.us-cert.gov/advisories/ICSMA-18-058-02

https://ics-cert.us-cert.gov/advisories/ICSMA-18-058-02

https://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B

https://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/169607/20180227PhilipsIntelliSpaceICSCERTAdvisory.pdf
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[High Priority ] - A30193 : GE—Various Devices: May Use Default or Hard-Coded Credentials

Potentially Leaving Devices Vulnerable to Remote Access
Medical Device Ongoing Action

Published: Friday, March 16, 2018
Last Updated: Wednesday, March 21, 2018

UMDNS Terms:
® Software, Picture Archiving and Communication System [26869]
® Workstations, Picture Archiving and Communication System [21968]
® |nformation Systems, Picture Archiving and Communication, Radiology [16247]
® Radiographic Systems, Digital [18430]
® Computer-Aided Detection Systems, Image [28312]
® Scanning Systems, Computed Tomography/Single Photon Emission Computed Tomography [24013]

® Workstations, Gamma Camera/Single Photon Emission Tomography [21961]
Product Identifier:
[Capital Equipment]

GE Healthcare

Product Model Version
Data Management Software Centricity DMS All
Dedicated Breast Imaging Systems Discovery NM750b <2003
Digital Radiographic Imaging Systems Discovery XR656, Discovery XR656 Plus All
License Server GEMNet License Server (EchoServer) All
Medical Imaging Software CADstream, Image Vault 3.x All
Medical Imaging Systems Infinia, Infiniawith Hawkeye 4/1, Optima 520, Optima 540, All
Optima 640, Optima 680, Optima MR360, Precision MPYi,
Revolution XQ/i
Medical Imaging Workstations Xeleris 1.0/1.1/2.1/3.0/3.1 All
Nuclear Medica Imaging Systems Discovery NM530c <1.003
Discovery VH, Millenium VG, Millenium MG, Millenium NC, All
Millenium MyoSIGHT
Nuclear Medicine Workstations eNTEGRA 2.0/2.5 All
Picture Archiving and Communication Systems (PACS) Centricity PACS-IW, Centricity PACS RA1000 All
PACS Sever Centricity All
Stationary Diagnostic Radiographic and Fluoroscopic X- THUNIS-800+ All

ray Systems

Geographic Regions: (Impact in specific regions has not been identified or ruled out at the time of this posting), Worldwide

Manufacturer(s): GE Healthcare9900 Innovation Dr, Wauwatosa, WI 53226, United States

Suggested Distribution: Clinical/Biomedical Engineering, Diagnostic Imaging, Information Technology

Problem:

OInaMarch 13, 2018, Advisory, the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) states that the above devices may use
default or hard-coded credentials, potentially leaving the devices vulnerable to remote access that bypasses authentication and allows access to the
affected devices. ICS-CERT also states that the effect on individual organizations depends on many factors that are unique to each organization. The
National Cybersecurity and Communications Integration Center (NCCIC) recommends that organizations evaluate the effect of this vulnerability based
on their operational environment and specific clinical usage. In a Security Information post , GE states that these passwords were given in Operator or
Service Manuals that were made available within a GE Healthcare resource library accessible to customers via hardcopy and internet. GE also states that
it determined that most of the passwords were changeable based on existing product documentation, while some passwords did not have change
processes within existing documentation. GE further states that it evaluated the concerns raised by ICS-CERT through a risk management process and
concluded that the safety risk in these products is at an acceptable level. GE states that this conclusion is supported by its historical and ongoing

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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surveillance of products in use and safety risk assessments conducted during the product design process. All these products have been subject to ongoing
medical device post-market surveillance. GE also states that it has received no reports or evidence of any adverse or security events related to the
confidentiality, integrity, or availability of these devices caused by misuse of these passwords. GE further states that the design of these products includes
mitigations aga?i nst potential safety risks associated with misuse of the passwords. The manufacturer has not confirmed the information provided in the
source material.

Action Needed:
Oldentify any affected devicesin your inventory. If you have affected devices, verify that you have reviewed the ICS-CERT Advisory and GE Security
Information post . ICS-CERT recommends the following actions to minimize the risk of exploitation of the vulnerability:

e Closeall unused ports on affected systems.

e Where possible, discontinue or limit the use of non-product-related third-party software, such as e-mail and web browser software on the
affected systems that could broaden the attack surface of medical devices.

e Ensurethat affected systems have applied the most current vendor-issued patches available.

e Restrict network access to affected systems, and ensure that they are not directly accessible from the Internet.

e Follow good network design practices, such asimplementing network segmentation, and use DMZs with properly configured firewalls to
selectively control and monitor all traffic passed between zones and systems.

e Monitor and log all network traffic attempting to reach affected systemsfor suspicious activity.

e \When remote access is required, use secure methods such as virtual private networks (VPNs), recognizing that VPNs may have
vulnerabilities and should be updated to the most current version available. Also recognize that VPN is only as secure as the connected
devices.

GE has produced product updates that are available upon request. The updates replace default or hard-coded credentials with custom credentials for all
but three of the affected products. GE's product updates are not available for the Optima 680, Revolution XQ/i, and THUNIS-800+ systems. Contact the
GE service department for assistance in changing passwords. Y ou may also refer to the ICS-CERT security recommended practices . Additional
mitigation guidance and recommended practices are also available in the ICS-CERT Technical Information Paper . Follow the established internal
prﬁcec_iur%s of your organization if you observe any suspected malicious activity, and report the findings to ICS-CERT for tracking and correl ation against
other incidents.

For Further Information:

NCCIC

E-mail: NCCICCUSTOMERSERVICE@hg.dhs.gov

Tel.: (888) 282-0870

Website: Click here

GE

Website: Click here

References:

e GE Healthcare. NCCIC/ICS-CERT medical device advisory re GE medical devices [onling]. [cited 2017 Mar 14]. Available from Internet:
here.

e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. GE medical
devices vulnerability [onling]. 2018 Mar 13 [cited 2017 Mar 14]. Available from Internet: Click here.
Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Mar 14. ICS-CERT Advisory Download
e 2018 Mar 14. GE Security Information post Download
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[High Priority ] - A30604 : GE/Silex: Various MAC ECG Systems and Wireless Device Servers: May
Be Vulnerable to Improper Authentication and OS Command Injection
Medical Device Ongoing Action

Published: Monday, May 14, 2018

UMDNS Terms:
® |nformation Systems, Data Management, Cardiology, Electrocardiography [22499]

® Network Servers[21973]
Product Identifier:
[Capital Equipment]

GE Healthcare

Product Model
Resting ECG Analysis Systems MAC 3500, MAC 5000, MAC 5500, MAC 5500 HD
Wireless ECG Communication Modules MobileLink
Silex Technology Inc .
Product Model Version
Wireless Device Servers GEH-500 <=154
SX-500 All
GEH-SD-320AN <=GEH-1.1
SD-320AN <=2.01

Geographic Regions: O(Impact in specific regions has not been identified or ruled out at the time of this posting), Worldwide

Manufacturer(s): GE Healthcare9900 |nnovation Dr, Wauwatosa, WI 53226, United States
Silex Technology Inc167 West 7065 South, Midvale, UT 84047, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient
Services, Information Technology, EM S/Transport

Problem:
OInaMay 8, 2018, Advisory, the U.S. Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) states that the above systems may be
susceptible to the following vulnerabilities:

e Improper authentication (CWE-287)

e Authentication is not verified when making certain POST requests, which may allow attackers to modify system settings.
e Improper neutralization of special elements used in an OS command (OS Command I njection) (CWE-78)

e A system call parameter is not properly sanitized, which may alow remote code execution.

The manufacturers have not confirmed the information provided in the source material .

Action Needed:
OOIdentify any affected systemsin your inventory. If you have affected systems, verify that you have reviewed the May 8, 2018, |CS-CERT Advisory .
GE and Silex recommend the following mitigations:

e For MobileLink and SX-500 systems, enable the “update” account within the web interface, which is not enabled by default. Set the
secondary password for the “update” account to prevent unauthenticated changes to the device configuration.

e For MobileLink and GEH-SD-320AN systems, Silex Technology and GE Healthcare have produced an updated firmware image for the
GEH-SD-320AN system, which will be made available for download from GE upon completion of testing.

GE will post information pertaining to enabling the “update” account and download of new firmware here . The firmware update for SD-320AN is
separate from GEH-SD-320AN and will be available for download from Silex Technology at a future date. This update does not pertain to the listed GEH
device. Contact Silex Technology for more information regarding download and application of this new firmware. National Cybersecurity and
Communications Integration Center (NCCIC) recommends the following actions to minimize the risk of exploitation of these vulnerabilities:

e Minimize network exposure for all control system devices and/or systems, and ensure that they are not accessible from the Internet.
e L ocate control system networks and remote devices behind firewalls, and isolate them from the business network.

e \When remote access is required, use secure methods, such as Virtual Private Networks (VPNSs), recognizing that VPNs may have
vulnerabilities and should be updated to the most current version available. Also recognize that aVVPN is only as secure as the connected
devices.

Perform proper impact analysis and risk assessment before deploying these defensive measures. Additional mitigation guidance and recommended
practices are publicly available in the NCCIC Technical Information Paper, 1CS-TIP-12-146-01B--Targeted Cyber Intrusion Detection and Mitigation
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Strategies, which is available for download from the ICS-CERT website . NCCIC also provides a section for control systems security recommended
practices . Several recommended practices are available for reading and download, including Improving Industrial Control Systems Cybersecurity with
Defense-in-Depth Strategies .

For Further Information:

NCCIC

E-mail: NCCICCUSTOMERSERV ICE@hg.dhs.gov

Tel.: (888) 282-0870

Website: Click here

GE

Website: Click here
Silex

Website: Click here

References:

e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Silex
Technology SX-500/SD-320AN or GE Healthcare MobileLink [onling]. 2018 May 8 [cited 2018 May 14]. Available from Internet: Click
here.

Comments:

e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 May 14. ICS-CERT Advisory: ICSMA-18-128-01 Download
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[High Priority ] - A30770 : Medtronic—Visualase Thermal Therapy Systems: Manufacturer Provides

Guidance Related to Risk of Inaccurate MR Thermometry
Medical Device Ongoing Action

Published: Thursday, June 7, 2018

UMDNS Terms:

® Radiofrequency Therapy Systems, Tissue Ablation, Interstitial [18808]
Product Identifier:
[Capital Equipment]

Medtronic Navigation Inc
Product Model

Thermal Therapy Systems Visualase

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Medtronic Navigation Inc826 Coal Creek Circle, Louisville, CO 80027, United States
Suggested Distribution: Clinical/Biomedical Engineering, OR/Surgery, Risk Management/Continuous Quality Improvement, Neurology

Problem:

Olnadune 1, 2018, Urgent Medical Device Correction letter submitted by ECRI Institute member hospitals, Medtronic states that it is providing
information related to the potential risk of adverse events resulting from inaccuracy of magnetic resonance (MR) thermometry during magnetic resonance
imaging (MRI)-guided laser ablation procedures using the above systems. Medtronic states that FDA published a notification on April 24, 2018,
describing the potential risk of inaccuracy in MR thermometry leading to underestimation of thermal damage. MR thermometry is used to monitor the
changesin temperature at the treatment site using a MRI scanner, and thisinformation is displayed on the above systemsto aid the physician in ng
and controlling thermal damage. MR parameters such as voxel size (measurement of the image resolution or detail) and MR image acquisition time (e.g.,
up to 9 seconds) may contribute to inaccurate MR thermometry readings and potential errorsin the ablation assessment. Underestimation of thermal
damage may result in unaccounted spread of thermal energy to the surrounding tissue. Medtronic also states that potential adverse outcomes may include
neurological deficits (e.g., focal motor deficits, aphasia, cognitive changes), increased intracerebral edema or pressure, intracranial bleeding, and/or visual
changes (e.g., visual field deficits, blurry vision). Medtronic further states that it has received four reports of incidents that may be related to
underestimation of thermal damage. One of the reported incidents resulted in Medical Device Reporting (MDR) for serious injury. The manufacturer has
not confirmed the information provided in the source material.

Action Needed:

Identify any affected systemsin your inventory. If you have affected systems, verify that you have received the June 1, 2018, Urgent Medical
Device Correction letter, Attachment A, and Consignee Response Form from Medtronic. Complete the Consignee Response form, and return it to
Medtronic using the information on the form. Review Attachment A , which describes sources of potential inaccuracies of MR thermometry and
instructions to mitigate risk, and retain a copy of the information as a supplement to the system manual. Medtronic emphasizes the importance of the
following mitigating strategies:

e Place the low temperature targets on nearby critical structures, and set the temperature limit to 43°C or less to mitigate the risk of
unintended damage on these critical structures. The current software default for the low temperature limit is 50°C, and this threshold can be
manually adjusted before ablation.

e The saline pump should remain on throughout thermal monitoring, including when the laser is on and after it is shut off, until the tissue has
cooled back to baseline temperature.

U.S. customers should also report adverse events or product quality problems relating to the use of affected product to FDA's MedWatch Adverse Event
Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at Food and
Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Medtronic technical services department
Tel.: (888) 826-5603

Website: Click here

Comments:
e For information on the FDA notification related to thisrisk, see Hazard H0440 .

e [IOThisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 6. Member Hospital. Medtronic letter submitted by ECRI Institute member hospitals (includes reply form) Download
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[High Priority ] - A30506 01 : Baxter—Prismaflex Control Units: May Exhibit Failure Mode with Pump
Module Electronics, Potentially Resulting in "Voltage Out of Range" Malfunction Alarm with
Subsequent "Safe State" and Inoperability Until Serviced [Update]

Medical Device Ongoing Action

Published: Wednesday, June 6, 2018
UMDNS Terms:
® Apheresis Units, Therapeutic, Platelet/Plasma Exchange [32815]

® Hemodialysis Units, Renal, Continuous Replacement Therapy [23426]
Product Identifier:
[Capital Equipment]

Baxter Healthcare Corp

Product Model Product No. Serial No.

Diayzer Systems Prismaflex 8. XX ROW (Outside U.S.) 955052 All
Prismaflex 6.10 ROW (Outside U.S.) 114489 All
Prismaflex 4.11 113082 All
Prismaflex 5.00 ROW (Outside U.S.) 113874 All

Geographic Regions: (Impact in specific regions has not been identified or ruled out at the time of this posting), Worldwide
Manufacturer(s): Baxter Healthcare Corpl Baxter Pkwy, Deerfield, IL 60015-4625, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, Clinical/Biomedical Engineering, Critical Care, Dialysis/Nephrology,
Emergency/Outpatient Services, Nursing, OR/Surgery, Information Technology, Endocrinology, Perfusion

Summary:

OUpdate Reason: Additional affected product. This Alert provides additional information based on aMay 2018 Urgent Device Correction letter posted
by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA) regarding Alert A30506 . Additional product is provided in the Product
Identifier field. For the previously listed Product Identifier, see Alert A30506 .

Problem:

Inan April 24, 2018, Urgent Medical Device Correction letter submitted by an ECRI Institute member hospital, Baxter states that the above units may
exhibit afailure mode with the pump module electronics, which may result in a"Voltage Out of Range" malfunction alarm, causing the device to enter a
"safe state”" and become inoperable until it is serviced. Baxter also states that the "V oltage Out of Range" malfunction alarm causes the unit to enter a
"sefe state” by stopping al pumps and closing the return line clamp. Baxter further states that this failure mode can occur at any time during use and may
result in an interruption and/or delay in therapy. Baxter states that patient harm is not expected because the blood can be manually returned to the patient.
Baxter also states that it has received no reports of serious injury associated with this problem.

Action Needed:

The following actions are those listed in Alert A30506 . Baxter will be releasing a new firmware that will prevent this malfunction from occurring.
Operators may continue to safely use Prismaflex units that have not exhibited the "V oltage Out of Range" malfunction. A Baxter local service
representative will contact your facility to determine the correction plan and schedule the firmware upgrade at no cost. If you received the Customer
Reply Form directly from Baxter, complete and return it to Baxter using the instructions on the form. If you did not receive aletter and reply form
directly from Baxter, do not return areply form to Baxter. Notify all relevant personnel at your facility of the information in the letter, and forward a copy
of the letter to any facility to which you have further distributed affected product. Report any adverse events associated with the use of affected product to
Baxter. U.S. customers should also report adverse events or product quality problems relating to the use of affected product to FDA's MedWatch Adverse
Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at
Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

For reporting product quality problems

Tel.: (01604) 704603

E-mail: uk_shs ga complaints@baxter.com

For reporting adverse events with drugs

Tel.: (01635) 206360

E-mail: vigilanceuk @baxter.com

us.

Baxter Corporate Product Surveillance department

Tel.: (800) 437-5176, 8 am. to 5 p.m. Central time, Monday through Friday
Website: Click here

OReferences:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Gambro (Baxter): Prismaflex system [online]. London: Department
of Health; 2018 May 24 [cited 2018 May 25]. (Field safety notice; reference no. 2018/005/016/291/010). Available from Internet: Click
here.
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Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 May 25. MHRA FSN. 2018/005/016/291/010 Download
e 2018 May 25. MHRA FSN. FA-2018-014 (includes reply form) Download

e 2018 May 28. Manufacturer. Baxter confirmed the information provided in the source material.
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New ROSA Robotized Stereotactic Assistant, 6/16/2018 Zimmer Biomet, Inc. Isam Economic Co. 2 https
Version 2.5
New SIGMA Spectrum Infusion Pump with 6/16/2018 Baxter Healthcare Baxter AG 2 https
Master Drug Library (Version 6 and Version ://nc
8)
New StraightShot Microdebrider Blades 6/13/2018 Medtronic SA Medtronic Saudi Arabia 2  A/CaV

Healthcare facility products and adaptations

New VOLISTA STANOP, TRIPOD, ACCESS and 6/13/2018 MAQUET Inc Gulf Medical Co. 2 https
QUICKLOCK Light heads

In vitro diagnostic devices

New EZ1 DSP Virus Kit (48) 6/13/2018 QIAGEN Ltd BDULLA FOUAD HOLDING COMPAN 2 A/CaV

New LT-SYS, Based on NAD(H) and/or NADP(H) 6/11/2018 LABOR + TECHNIK Eberhard N/A FSN  https
Reactions Lehmann GmbH

New recomLine ANA/ENA IgG 6/11/2018 Mikrogen GmbH WAREED ALHAYAT FSN A/Ca\

New  remel SUPERPACK CS/ 500 SEG/FLASK, REF  6/16/2018  Thermo Fisher Scientific Inc. = Medical supplies & Services Co.Ltd 2 https
R0O1626, Qty:50, plate label: REMEL MH Mediserv ://nc
W/OXACILLIN
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https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12756

New The VITEK 2, The PREVI, VIDAS TOXO IgG, 6/16/2018 bioMerieux Inc Al-Jeel Medical & Trading Co. LTD 2 https
Color Gram 2 and Oxidase Reagent

New Troponin T, Liquid Cardiac Control 6/17/2018 Randox Laboratories Ltd. Bio Standards FSN A/Ca\

Non-active implantable devices

# New D-Special PROLENE Polypropylene and D-  6/11/2018 Ethicon Inc. Johnson & Johnson Medical Saudi 2 Attac
Special PRONOVA Hexafluoropropylene- Arabia Limited hed
VDF Sutures

New Prima Plus 4.1 x 11.5mm Implant 6/16/2018 Industries t/a Harry J. Bosworth Farabi Trading Establishment 2 A/Ca\
New Zenith Branch lliac Endovascular Graft 6/11/2018 William Cook Europe ApS NAFA Medical FSN  https
(ZBIS) - ://nc

Patient Card

Ophthalmic and optical devices

New Catalys Precision Laser System.. 6/11/2018 Johnson & Johnson Vision Care Allied Medical International FSN A/Ca\

Reusable devices

# New FLOSEAL Special Applicator Tips 6/11/2018 Baxter Healthcare Baxter AG 2 A/CaVv g
# New Quick Dissect Products 6/11/2018 Surgical Innovations BDULLA FOUAD HOLDING COMPAN 2 ttache g

Single-use devices
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[High Priority ] - A30749 : Ethicon—D-Special PROLENE Polypropylene and D-Special PRONOVA

Hexafluoropropylene-VDF Sutures: Needle May Perforate Product Packaging
Medical Device Ongoing Action

Published: Wednesday, June 6, 2018

UMDNS Terms:
® Sutures, Synthetic, Nonabsorbable, Polypropylene [13909]

® Sutures, Synthetic, Nonabsorbable, Polyvinylidene Fluoride Homopolymer/Hexafluoropropylene [22904]
Product Identifier:

[Consumable]
Ethicon Inc B

Product Product No. Expiration Date
D-Special PROLENE Sutures, Blue4 x 90 cm M1.5 D5981 2021 Mar 31 to 2023 Feb 28
USP 4/0 DA RB-1 +P
D-Special PROLENE Sutures, 4-36 inch (90 cm) Blue D5988 2021 Mar 31 to 2023 Feb 28
BB Taper Point 3/8C
D-Special PROLENE Sutures, 30 inch (75 cm) 4-0 D7748 2021 Mar 31 to 2023 Feb 28
Blue SH-1 Taper Point 1/2C
D-Special PROLENE Sutures, Blue 4 x 18 inch 5/0 D7879 2012 Mar 31 to 2023 Feb 28
DA RB-2 +PLG
D-Special PROLENE Sutures, 24 inch (60 cm) 6-0 D8688 2021 Mar 31 to 2023 Feb 28
Blue RB-3 Taper Point 1/2C
D-Special PROLENE Sutures, 36 inch (90 cm) 4-0 D9067 2021 Mar 31 to 2023 Feb 28
Blue SH Taper Point 1/2C
D-Special PROLENE Sutures, Blue 48 inch 4-0 D/A D9746 2021 Mar 31 to 2023 Feb 28
SH-1 Taper Point 1/2C
D-Special PRONOVA Sutures, Blue 122 cm M1.5V7 D10189 2021 Mar 31 to 2023 Feb 28

Tapercut 1/2C

Geographic Regions: Canada, Japan, U.S.
Manufacturer(s): Ethicon IncUS Rt 22 W, Somerville, NJ 08876, United States
Suggested Distribution: Emergency/Outpatient Services, Infection Control, OR/Surgery, Dermatology, Materials Management

Problem:

OInaMay 24, 2018, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Ethicon states that the needle packaged with
the above sutures may perforate the product packaging because of a packaging design problem. Ethicon also states that a perforated package may cause
soft tissue injury to a healthcare professional handling the affected product or, if this problem were to go unnoticed, patient infection because of a breach
in sterility within the packaging. Ethicon further states that it has received no reports of adverse events associated with this problem.

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory (for a product identification tool, see the letter ). If you have affected
product, verify that you have received the May 24, 2018, Urgent Medical Device Recall |etter and Business Reply Form (BRF) from Ethicon. Notify al
relevant personnel at your facility of the information in the Urgent Medical Device Recall Removal letter, and forward a copy of the letter to any facility
to which you have further distributed affected product. Regardless of whether you have affected product, complete the BRF and return it to Stericycle by
fax at (888) 473-8015 or by email at Ethicon3681@stericycle.com . To return affected product, photocopy the completed BRF, placeit in the box with
the product, and affix the pre-paid authorized shipping label included with the letter. Ethicon will pay for the shipping only if the authorized label is used.
Extra shipping labels may be obtained by calling Stericycle at (888) 719-5830 and referencing Event 3681. Keep a copy of the letter visibly posted until
all affected product has been returned to Stericycle. Affected product returned by September 21, 2018, will be eligible for credit reimbursement; any
affected product returned after September 21, 2018, will not be eligible for credit reimbursement. U.S. customers should report serious adverse events or
product quality problems relating to the use of affected product to FDA's MedWatch Adverse Event Reporting program by telephone at (800) 332-1088,
by fax at (800) 332-0178, by mail (using postage-paid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane,
Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Questions regarding product return

Stericycle

Tel.: (888) 719-5830, reference Event 3681

Questions regarding the recall or to report product quality problems

Ethicon

Tel.: (877) 384-4266, 7:30 am. to 6:30 p.m. Eastern time, Monday through Friday

Website: Click here

Comments:
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e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 4. Member Hospital. Ethicon letter submitted by an ECRI Institute member hospital Download
e 2018 Jun 6. Manufacturer. The manufacturer confirmed the information in the source materia
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[High Priority ] - A30743 : Baxter—FLOSEAL Special Applicator Tips: Blue Luer Component May

Crack upon Connection with Syringe
Medical Device Ongoing Action

Published: Tuesday, June 5, 2018

UMDNS Terms:

® Hemostatic Media[17944]
Product Identifier:

[Consumable]
Product E?géircrﬁgllthcare Corp Box Lot No. Pouch Lot No.
FLOSEAL Specia Applicator Tips 1502186 HA170718 GR338160
1502186 HA170818 GR338160, GR338384
1502186 HA170917 GR338384

Geographic Regions: Australia, Colombia, Korea, New Zealand, Taiwan, U.S.
Manufacturer(s): Baxter Healthcare Corpl Baxter Pkwy, Deerfield, IL 60015-4625, United States
Suggested Distribution: Infection Control, OR/Surgery, Materials Management

Problem:

InaMay 30, 2018, Urgent Product Recall |etter, Baxter states that the use of an incorrect plastic formulation in the manufacture of the blue Luer
component of the malleable tips of the above product may lead to cracking of the Luer upon connection with the syringe. Baxter also states that because
the tip is attached to the syringe outside of the surgical field, it is unlikely that plastic fragments will reach the surgical field; however, in exceptional
cases, detached subvisible particles may be retained in the body and may cause inflammation, serve as a nidus for bacteriain already-contaminated
wounds, and contribute to allergic reactions. Baxter further states that it has received no reports of serious injury associated with this problem. Baxter
states that the plastic formulation does not present any toxicity or biocompatibility concerns.

Action Needed:

OLocate and remove any affected product in your inventory. The product code and box ot number can be found on the outer box. If the product has been
removed from the outer box, affected product can be identified by the pouch lot numbers on the individua pouch. Inthe U.S., affected lots were
distributed between September 18 and December 28, 2017. To arrange for product return and to receive credit, contact the Baxter Healthcare Center for
Service by telephone using the information below with your ship-to account number, product number, lot number, and quantity of product to be returned.
If you received the Customer Reply Form directly from Baxter, complete and return it to Baxter using the instructions on the form. If you did not receive
aletter and reply form directly from Baxter, do not return areply form to Baxter. Notify all relevant personnel at your facility of the information in the
letter, and forward a copy of the letter to any facility to which you have further distributed affected product. Report any adverse events associated with
the use of affected product to Baxter by telephone at (800) 437-5176 or by e-mail at corporate_product_complaints_round_lake@baxter.com ( click here
). U.S. customers should also report adverse events or product quality problems relating to the use of affected product to FDA's MedWatch Adverse
Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at
Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Baxter Healthcare Center for Service

Tel. (888) 229-0001, 7 am. to 6 p.m. Central time, Monday through Friday
Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 5. Manufacturer Letter. Baxter letter submitted by the manufacturer: FA-2018-019 Download

©2018 ECRI Ingtitute
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May be reproduced by subscribing institution for internal distribution only.
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[High Priority ] - A30739 : Surgical Innovations—Quick Dissect Products: May Be Labeled with
Incorrect Manufacturing and Expiry Dates

Medical Device Ongoing Action

Published: Monday, June 4, 2018

Last Updated: Thursday, June 7, 2018

UMDNS Terms:

® Dissectors[11290]
Product Identifier:

[Consumable]
Surgical Innovations Group plc
Product Part No. Lot No.
Quick Dissect Q21205 66882

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.K.& #160;
Manufacturer(s): Surgical Innovations Group plc Clayton Wood House, 6 Clayton Wood Bank, Leeds LS16 6QZ, England
Suggested Distribution: Emergency/Outpatient Services, OR/Surgery, Materials Management

Problem:

OinaMay 22, 2018, Urgent Field Safety Notice letter posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA), Surgical
Innovations states that the primary packaging label of the above product may contain the incorrect manufacturing and expiry date; the correct
manufacturing date is March 2013, and the correct expiry date is March 2018. Surgical Innovations also states that the label applied to the carton
(secondary packaging) contains the correct expiry date. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory. Surgical Innovations states that the product is expired and can no longer
be used. If you have affected product, verify that you have received the May 22, 2018, Urgent Field Safety Notice letter and Acknowledgment Form from
Surgical Innovations. Regardless of whether you have affected product, compl ete the Acknowledgment Form, and return it to Surgical Innovations using
the instructions on the form. Return affected product to Surgica Innovations or to your distributor. Inform al relevant personnel at your facility of the
information in the letter, and forward a copy of the letter to any facility to which you have further distributed affected product.

For Further Information:

Shazia Chaudhry, Surgical Innovations quality assurance and regulatory manager

Tel.: 44 (113) 2307597

E-mail: shazia.chaudhry@surginno.co.uk

Website: Click here

References:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Surgical Innovations: Quick Dissect [onling]. London: Department of
Health; 2018 May 31 [cited 2018 June 4]. (Field safety notice; reference no. 2018/005/023/701/014). Available from Internet: Click here .

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Jun 4. MHRA FSN. 2018/005/023/701/014 Download
e 2018 Jun 4. MHRA FSN. Reference No. CC18-024 (includes reply form) Download

©2018 ECRI Ingtitute
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mailto:shazia.chaudhry@surginno.co.uk

https://www.surginno.com/

https://www.gov.uk/drug-device-alerts/field-safety-notices-21-25-may-2018?utm_source=d36ad8c5-ed0a-4358-9888-022722572f0b&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

https://www.gov.uk/drug-device-alerts/field-safety-notices-21-25-may-2018?utm_source=d36ad8c5-ed0a-4358-9888-022722572f0b&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174553/20180531SurgicalInnovationsQuickDissectMHRACP.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/174554/20180522SurgicalInnovationsQuickDissectMHRA.pdf



MMOqalaa
(A30739) Surgical Innovations-Quick Dissec.pdf


New Aortic Arterial Cannula 20, 22 and 24 Fr ~ 6/16/2018 Maquet Cardiopulmonary AG Al-Faisaliah Medical System 2  A/Ca\

New Carpuject Luer-Lock Glass Syringes 6/11/2018 Hospira Inc AL-KAMAL Import 2 Attac
Containing Naloxone Hydrochloride

New Hospira Flexible Intravenous Containers 6/11/2018 ICU Medical, Inc AL-KAMAL Import 2 Attac
Containing Dextrose and Sodium Chloride

New Medline SPT Packs 6/11/2018 Medline Industries Inc.... Ikar Establishment FSN A/Ca\

Update Phaseal Secondary Set (C61) 6/17/2018 @ Becton Dickinson & Co. (BD) Becton Dickinson B.V. FSN VIA Ca\

*  The sign (#) on the left side of the FSN's indicates that the source of this FSN is ECRI
* Dndicates that medical devices subject to removal and/ or destroyed action.

* SBED Team Recommend ensuring The listed Distributors in this report as they may differ from the distributors you
are dealing with

SBED is devoted to receive the adverse event report and feedback information about any medical devices
malfunction from hospitals and healthcare facilities all around KSA, studying them and collaborative working with
manufacturers, authorized representatives and distributors to take the right action and assuring the proper safe
performance.

To see recent recalls kindly visit the following link:

http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx

In case you find an effected medical devices by any of the published FSN/Recalls, we
urges you to contact the local representative and the National Center for Medical
Device Reporting in order to ensure corrective or planed action been implemented.


https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12758
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12746
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12767
http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx
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[High Priority ] - A30785 : ICU Medical—Hospira Flexible Intravenous Containers Containing

Dextrose and Sodium Chloride: May Leak
Medical Device Ongoing Action, Pharmaceuticals Ongoing Action

Published: Thursday, June 7, 2018

UMDNS Terms:

® |ntravenous Fluid Containers[12172]
Product Identifier:

[Consumable]
Note: The lot number on the shipping carton label may be followed by additional digits (e.g., 85-015-JT-XX)
ICU Medical
Product Canada DIN Expiration Date Lot No. Distribution Date
List No.
Hospira Dextrose 5% 07923850 00037915 2020 Jan 1 85-015-JT 2018 Feb 27 to 2018 May 17
Injection USP
Hospira Sodium 07984850 00037842 2019 Jul 1 85-025-JT 2018 Feb 27 to 2018 May 17
Chloride 0.9%
Injection, USP

Geographic Regions: Canada
Manufacturer(s): ICU Medical Canada2600 Alfred-Nobel blvd, Suite 100 Saint-Laurent, QC H4S 0A9, Canada

Suggested Distribution: Critical Care, Emergency/Outpatient Services, Infection Control, Nursing, OR/Surgery, EM S/Transport, Pharmacy, 1V
Therapy, Materials Management

Problem: InaMay 31, 2018, Urgent Drug Recall Type 1 letter submitted by an ECRI Institute member hospital, ICU Medical states that the above
solution bags may leak, potentially leading to delay or interruption of therapy, infusion of biologic and nonbiologic contamination, spillage, skin and
mucous membrane exposure to alergenic or hazardous substances, and/or inadequate or inconsistent solution/medication dosing. ICU Medical has
received no reports of adverse events associated with this problem.

Action Needed:

Identify, isolate, and discontinue use of any affected product in your inventory. Lot numbers and expiration dates are printed on the product and shipping
case. If you have affected product, verify that you have received the May 31, 2018, Urgent Drug Recall Type 1 letter, Response Form, and shipping label
from ICU Medical. Regardless of whether you have affected product, complete the Response Form and return it to ICU Medical using the information on
the form. Inform all relevant personnel at your facility of the information in the letter, and forward a copy of the letter to any facility to which you have
further distributed affected product or ask them to contact Stericycle by telephone using the information below to obtain aresponse form. Using the
single-use return label and the instructions on the label, return affected product to Stericycle. To obtain additional labels, contact Stericycle using the
information below.

For Further Information:

Stericycle

Tel.: 888) 817-2179, 8 am. to 5 p.m. Eastern time, Monday through Friday
ICU Medica

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 7. Member Hospital. ICU Medical letter submitted by an ECRI Institute member hospital (includes reply form) Download
e 2018 Jun 7. Manufacturer. The manufacturer confirmed the information in the source material .
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[High Priority ] - A30756 : Hospira—Carpuject Luer-Lock Glass Syringes Containing Naloxone

Hydrochloride: Syringe Plunger May Contain Particles
Medical Device Ongoing Action, Pharmaceuticals Ongoing Action

Published: Wednesday, June 6, 2018

UMDNS Terms:

® Syringes, Cartridge, Luer Lock [20304]
Product Identifier:

[Consumable]
Product Hgsc;:)lra Inc Distribution Date Lot No. Expiration Date
0.4 mg/mL, 1 mL in25mL 0409-1782-03 2017 Feb to 2018 Feb 72680LL 2018 Dec 1
Carpuject Luer-Lock
Naloxone HCI Injection 10-1
3'—. S'aﬂs Syringes (Single 76510LL 2019 Apr 1

ni

0.4 mg/mL, 1 mL in2.5mL 0409-1782-69 2017 Feb to 2018 Feb 76510LL 2019 Apr 1
Carpuiject Luer-Lock
Naloxone HC Injection 10-1
mL Glass Syringes 72680LL 2018 Dec 1

(Box/Carton)

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), Guam, Puerto Rico, U.S.
Manufacturer(s): Hospiralnc 275 N Field Dr, Lake Forest, IL 60045, United States

Suggested Distribution: Emergency/Outpatient Services, Infection Control, Behavioral Health/Psychiatry, EM S/Transport, Pharmacy, |V Therapy,
Materials Management

Problem: In a Company Announcement posted by FDA, Hospira states that the above glass syringe plungers may contain particles. Hospira aso states
that injection of particulate matter may lead to local irritation, alergic reactions, phlebitis, end-organ granuloma, tissue ischemia pulmonary emboli,
pulmonary dysfunction, pulmonary infarction, and toxicity. Hospira further states that it has received no reports of adverse events associated with this
problem. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Identify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have reviewed the Company
Announcement . Visualy inspect affected product for particul ate matter and discoloration before use according to product labeling. Notify all relevant
personnel at your facility and notify any facility to which you have further distributed affected product of the information in the Company
Announcement. U.S. customers should report serious adverse events or product quality problems relating to the use of affected product to FDA's
MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500,
available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Stericycle

(800) 805-3093, 8 am. to 5 p.m. Eastern time, Monday through Friday

Website: Click here

For medical inquiries:

Pfizer medical information

Tel.: (800) 438-1985 (select option 3), 8 am. to 7 p.m. Eastern time, Monday through Friday

To report adverse events or product complaints:

Pfizer safety department

Tel.: (800) 438-1985 (select option 1)

Website: Click here

References:
United States:

e Food and Drug Administration. Company announcement: Hospiraissues a voluntary nationwide recall for two lots of naloxone
hydrochloride injection, USP, in the Carpuject™ syringe system due to the potential presence of particulate matter [online]. 2018 Jun 4
[cited 2018 Jun 5]. Available from Internet: Click here.

e Food and Drug Administration. MedWatch. Naloxone hydrochloride injection, USP, 0.4 mg/mL in 2.5 mL in the Carpuject™ single-use
cartridge syringe system by Hospira: recall—due to the potential presence of particulate matter [onling]. 2018 Jun 4 [cited 2018 Jun 6].
Auvailable from Internet: Click here.

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):

e 2018 Jun 5. FDA. Company Announcement Download
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e 2018 Jun 6. FDA. MedWatch Download
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