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Dear,
SBED team is pleased to inform you that 52 new FSCA/recalls posted on SFDA website
(Please note: below list of FSCA/ recalls for the period of 6/25/2018 to 7/1/2018

In order to view more details, click the links and for ECRI alerts see the attachments

NOTE:

FSCA / Recalls are classified into three categories, representing the potential risk to public health:
Class I : High Risk, Class Il : Medium Risk and Class IlI: Low Risk.

FSN ( Field Safety Notice) : A communication to customers and/or users sent out by a manufacturer
or its representative in relation to a Field Safety Corrective Action

‘Hospital Name H ‘

Active Implantable Devices

New  EnTrust and Escudo VR/DR/AT ICDs  6/27/2018 Medtronic SA Medtronic Saudi Arabia FSN A/Ca\
New Percepta™ CRT-P MRI SureScan™ 6/27/2018 Medtronic SA Medtronic Saudi Arabia FSN  https
and Percepta™ Quad CRT-P MRI ://nc

SureScan™ Pacemakers


http://www.sfda.gov.sa
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12806
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12805

Anaesthetic and respiratory devices

New CARESCAPE R860, ENGSTROM 6/28/2018 GE Healthcare GE Healthcare FSN  https
CARESTATION and ENGSTROM PRO

Update Equinox Relieve and Equinox Relieve  6/26/2018 O-Two Medical Dar Al Najat Medical Tech. 2 https
I N20/O2 Analgesic Gas Mixing and Technologies, Inc ://nc

Delivery Systems

Update Fabius, Apollo & Perseus devices . 6/27/2018 DJraeger Medical Systems Ini  Draeger Arabia Co. Ltd. FSN A/Ca\

New Intersurgical Breathing Circuit 22mm, 6/28/2018 Intersurgical Limited Al Hammad Medical 2 https
nonconductive, single patient use Services
New SOPHIE 6/26/2018 Fritz Stephan GmbH N/A FSN A/Ca\

Assistive products for persons with disability

New Treatment table with a MAX60 motor 6/27/2018 imbH Medizinische Praxisei N/A FSN A/Ca\
New Trigo Sport 6/26/2018 Hase Bikes N/A FSN A/Ca\

Diagnostic and therapeutic radiation devices

New Artis Q/Pheno systems 6/27/2018 SIEMENS Siemens Medical Solutions ~ FSN  A/Ca\
Update Artis zee/Q/Q.zen systems with Large 6/28/2018 SIEMENS Siemens Medical Solutions =~ FSN  https

Display DSC 5608-DC


https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12826
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12793
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12813
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12831
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12797
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12817
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12796
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12802
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12829

New AXIOM Aristos MX/VX 6/26/2018 SIEMENS Siemens Medical Solutions ~ FSN  A/Ca\

# New CardioMEMS Hospital and Patient ~ 6/27/2018 Abbott Medical supplies & Services 2 8
Electronic Systems | Co.Ltd Mediserv
New Diagnostic X-ray system GC80, GC85, 6/27/2018 Samsung Electronics Ebrahim M. Al-Mana & FSN  https
GC70 Bros. Co. Ltd.
# New Model 3000 VNS Therapy 6/25/2018 LivaNova PLC cigalah group 2

Programmers g

New ProteusPLUS and ProteusONE.. 6/28/2018 Ion Beam Applications S.A. N/A 2 A/Ca\

New RayStation 2.5, RayStation 3.5, 6/27/2018 RaySearch Laboratories AB N/A FSN  https

RayStation 4.0, RayStation 4.3 ://nc

(InverseArc 1.0), RayStation 4.5, mdr.

RayStation 4.7, RayStation 4.9 sfda.

(RayPlan 1), RayStation 5, RayStation ov.s

6 (RayPlan 2) and RayStation 7 a/Se

(RayPlan 7)

New S-SPOT, Tomo-SPOT, O-SPOT 7/1/2018 Beekley Corp Bio Standards FSN A/Ca\

# New Xltek NeuroWorks Software 6/27/2018 Incorporated, DBA Excel-Te ATTIEH MEDICO LTD 2 ! g

Electro mechanical medical devices

New BioFlo PICC (NV) 6/25/2018 AngioDynamics Inc K, MAAMOUN TAMER & COI 2 A/Ca\


https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12792
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12821
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12830
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12818
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12834
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12790
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[High Priority ] - A30847 : Abbott—CardioMEMS Hospital and Patient Electronic Systems: "Error 5"

System Error May Occur
Medical Device Ongoing Action

Published: Wednesday, June 20, 2018
Last Updated: Monday, June 25, 2018

UMDNS Terms:
® Monitoring Systems, Physiologic [12636]

® Monitoring Systems, Physiologic, Pulmonary Artery Pressure/Heart Rate, Telemetric, Implantable Sensor [34408]
Product Identifier:
[Capital Equipment]

St. Jude Medical, an Abbott Co.

Product Model Model No.
Hospital Electronics Systems CardioMEMS CM3000
Peatient Electronics Systems CardioMEMS CM1100

Geographic Regions: Belgium, Canada, France, Germany, Ireland, The Netherlands, U.K., U.S.
Manufacturer(s): St. Jude Medical, an Abbott Co.387 Technology Circle NW, Suite 500, Atlanda, GA 30313, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, Clinical/Biomedical Engineering, Critical Care, Information Technology,
Home Care

Problem:

OlIn aJune 14, 2018, Urgent Medical Device Recall letter submitted by ECRI Institute member hospitals and a June 14, 2018, Important Medical Device
Advisory letter posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA), Abbott states that the above systems may deliver a
system error known as "Error 5." Abbott also states that this error message isintended to display if the electronics system exceeds a certain temperature;
however, the affected units may deliver afalse Error 5 message because of an incorrectly configured component within the device electronics. Abbott
identifies the following risks and effects this problem may have on the above systems:

e Hospital Electronics System: If this message appears, the system cannot be used to caibrate the CardioMEM S sensor or take pulmonary
arterial (PA) pressure measurements until the problem is resolved through standard troubleshooting methods or the CardioMEM S Hospital
Electronics System is replaced. Therefore, there is the potential for delay of procedure or the need for an additional right heart
catheterization if the error cannot be cleared. Based on complaint information received to date, an estimated 1.3% of interrogations
performed with hospital units affected by this problem will result in an Error 5 message.

e Patient Electronics System: If this message appears, the system is unable to take PA pressure measurements until the problem is resolved
through standard troubleshooting methods or the CardioMEM S Petient Electronics System is replaced. An estimated 0.10% of
interrogations performed with patient units affected by this problem will result in an Error 5 message.

Abbott further states that it has received no reports of patient harm associated with this problem.

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have received the June 14, 2018, Urgent Medical

Device Recall letter and Acknowledgment & Contact Form from Abbott. Abbott states that it is safe to continue using your Hospital Electronics System
until you have received a replacement system. If this problem occurs with the Patient Electronics System, traditional heart failure management (standard
of care) should be used to guide treatment. To avoid any potential disruptions resulting from this problem, Abbott will contact physicians and

patients with additional details and instructions to facilitate the return and replacement of affected units. Missed transmissions should be carefully
monitored to ensure that they are not related to the Error 5 message, and any missed transmissions caused by Error 5 should be reported to the Abbott
remote care technical support team using the telephone number below. The remote care technical support team may be able to guide the user through
steps that will remotely clear the error and reboot the unit. This process may take up to 45 minutes. Unit connectivity is required for this troubleshooting
process to be completed. Complete the Acknowledgment & Contact Form, and return it to Abbott using the instructions on the form. U.S. customers
should report adverse events or product quality problems relating to the use of affected product to FDA’s MedWatch Adverse Event Reporting program
by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at Food and Drug
Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Abbott remote care technical support team (U.S.)

Tel.: (844) 692-6367

Website: Click here

[OReferences:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Abbott (St Jude Medical Inc.): CardioMems Hospital and Patient
Electronic System [online]. London: Department of Health; 2018 Jun 20 [cited 2018 Jun 20]. (Field safety notice; reference no.
2018/006/013/291/001). Available from Internet: Click here.

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://www.fda.gov/Safety/MedWatch/HowToReport/DownloadForms/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

https://www.sjm.com/en/professionals/resources-and-reimbursement/technical-resources/product-advisories-archive?clset=af584191-45c9-4201-8740-5409f4cf8bdd:b20716c1-c2a6-4e4c-844b-d0dd6899eb3a

https://www.gov.uk/drug-device-alerts/field-safety-notice-11-to-15-june-2018?utm_source=b8b01d33-f3d9-4ca8-b6e6-fb318b37fef6&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

https://www.gov.uk/drug-device-alerts/field-safety-notice-11-to-15-june-2018?utm_source=b8b01d33-f3d9-4ca8-b6e6-fb318b37fef6&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf



Source(s):
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2018 Jun 18. Member Hospital. (includes reply form) Download

2018 Jun 20. MHRA FSN. 2018/006/013/291/001 Download

2018 Jun 20. MHRA FSN. (includes reply form) Download

2018 Jun 22. Manufacturer. The manufacturer confirmed the information provided in the source material.
2018 Jun 25. MHRA FSN. 2018/006/013/291/001 Download

2018 Jun 25. MHRA FSN. June 14, 2018, Abbott Patient/Physician |etter Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175413/20180614AbbottCardioMEMSClient_Redacted.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175414/20180620MHRACover.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175415/20180614AbbottCardioMEMSMHRA.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175417/20180625MHRACover.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175418/20180614AbbottCardioMEMSPatientMHRA.pdf
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[High Priority ] - A30865 : Cyberonics—Model 3000 VNS Therapy Programmers: Programming

Events May Result in Miscalculation of Parameters Stored in Generators
Medical Device Ongoing Action

Published: Thursday, June 21, 2018

UMDNS Terms:

® Stimulators, Electrical, Vagus Nerve, Blocking [32668]
Product Identifier:
[Capital Equipment]]

Cyberonics Inc, a LivaNova

Product company Version
Model

Vagus Nerve Stimulation (VNS) Therapy 3000 1.0

Programmers

©2018 ECRI Institute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA

Serial No.

FMT77F2, FKR57F2, FCR77F2,
CJR77F2, BNT77F2, BNST7F2,
TXR77F2, TXP57F2, T9RT7F2,
90S77F2, 97Q57F2, 6NT77F2,
9GP57F2, 6KQ57F2, B7Q57F2,
57P57F2, 55T77F2, JBR57F2,
HWRT77F2, 1G7G1F2, 1JR57F2,
OXP57F2, 4LR77F2, AGTT7F2,
AGR57F2, 2DT77F2, G2ST7F2,
FVQ77F2, G5T77F2, FDQ57F2,
F5R57F2, F2R57F2, F1Q57F2,
GHS77F2, DVR77F2, DNP57F2,
DMYB7F2, DJS77F2, DIR57F2,
CVQ57F2, HAR57F2, 85S77F2,
89T77F2, BLYB7F2, 97YB7F2,
6MQ57F2, 6CQ57F2, SHS77F2,
JLQ57F2, JGSTTF2, 11R57F2,
1TQ57F2, 1YR77F2, 2DR77F2,
FXP57F2, FTR77F2, FPQ57F2,
FNQS57F2, FLYB7F2, FFPS7F2,
GGT77F2, GSQ57F2, CMST7F2,
H1R77F2, H3R57F2, 7LST7F2,
9KR57F2, INS77F2, 65R57F2,
B8R77F2, B9T77F2, 5SDOCTF2,
B9YB7F2, BIR57F2, JCQ57F2,
JOYB7F2, HMYB7F2, CDQ57F2,
FXQ57F2, G5S77F2, G3RT7F2,
FRQS57F2, G7YB7F2, FLSTTF2,
GOOCT7F2, FGR77F2, FFTT7F2,
GOQ57F2, FCT77F2, GOR57F2,
FOYBT7F2, F9S77F2, F8T77F2,
GDQ57F2, FTR57F2, FATT7F2,
DWR77F2, DTR77F2, DSQ57F2,
GMQ57F2, DLS77F2, DHOC7F2,
DGS77F2, DGP57F2, GZR77F2,
D1Q57F2, CSQ57F2, CLST7F2,
COYBT7F2, C70C7F2, HIRS7F2,
CI1R77F2, TMSTTF2, 78YBTF2,
9SQ57F2, 5V Q57F2, 5SRQ57F2,
BBOC7F2, 5NQ57F2, SMR77F2,
5K S77F2, B8T77F2, BHPS7F2,
BJR77F2, 4JST7F2, HATT7F2,
JZQ57F2, IMST7F2, IMQ57F2,
JGOCT7F2, BBQ57F2, J8T77F2,
HZQ57F2, JTR57TF2, HVRT7F2,
HTP57F2, HNS77F2, HMQ57F2,
HKQ57F2, H7S77F2, D3R57F2,
1CQ57F2, IHT77F2, IMYBT7F2,
2CP57F2, 2LYBT7F2, CLYB7F2,
CMYB7F2, BAR77F2, B2S77F2,
BOR57F2, 9QS77F2, DSQ57F2,
960C7F2, 95T77F2, 8JR77F2,
8HR57F2, BXP57F2, BWR77F2,
BTQ77F2, C8YB7F2, C60C7F2,
BLR77F2, BLQ57F2, BGR77F2,
BGP57F2, CHQ57F2, CKR57F2,
CPP57F2, CSR77F2, CTQT7F2,
CXR77F2, OMS77F2, 9JR77F2,
9DQS57F2, D7ST7F2, 94T T7F2,
8PQ57F2, BWQ77F2, BSR77F2,
BNQS57F2, C9R57F2, C8R57F2,
C5R57F2, CFOC7F2, C3R57F2,
CFP57F2, BDT77F2, BOSTTF2,
B5R57F2, CPQ57F2, BARS7F2,
D2R57F2, 9KQ57F2, DSR77F2,
9FOC7F2, 980C7F2, DOYBT7F2,
8WR77F2, DBOC7F2, 9P7G1F2,
D3S77F2, D6R57F2, D7TR57F2,
9CR77F2, 9GOC7F2, 96R57F2,
DFP57F2, COS77F2, BN7G1F2,
BQ7G1F2, C8S77F2, CBOCTF2,
CCR77F2, BHR57F2, CHPS7F2,
BCR77F2, BBR77F2, BBOCTF2,
B9Y0C7F2, B70C7F2, B2R57F2,
9VP57F2, 9TQ57F2, 9GR57F2,

May be reproduced by subscribing institution for internal distribution only.
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9FP57F2, 9BS77F2, 98R57F2,
D80C7F2, 970C7F2, D8Y B7F2,
95R77F2, 8YR77F2, C1IR57F2,
C80C7F2, C3R77F2, CNS77F2,
OVQT77F2, DAT77F2, 9DR77F2,
91R57F2, 8VQ77F2, 8RQ57F2,
DBS77F2, 8JS77F2, COR57F2,
BTR77F2, BMYB7F2, BKR77F2,
BBP57F2, B8S77F2

Geographic Regions: O(Impact in additional regions have not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Cyberonics Inc, a LivaNova companyThe Cyberonics Bldg, Houston, TX 77058, United States
Suggested Distribution: Clinical/Biomedical Engineering, Information Technology, Home Care, Neurology

Problem:

OFDA's Center for Devices and Radiological Health (CDRH) states that programming events on the above programmers may result in miscal culation of
parameters stored in model 103, 104, 105, and 106 generators. Miscal culation of parameters may lead to the delivery of output current different from that
programmed, the device becoming disabled, and/or errorsin the 75% and 50% battery life indicators. FDA's CDRH also states that during these
programming events, the miscal culations may lead to the following risks:

e Delivery of more stimulation than intended, resulting in painful stimulation or other common side effects (model 106 only).

e No stimulation in the case of the device becoming disabled (Burst Watchdog Timeout), resulting in no therapy to the patient (model 106
only).

e Délivery of less stimulation than intended, resulting in therapeutic settings not being achieved within device specification (models 103, 104,
105, and 106), and/or delays or absence of the 75% and 50% battery life indicators displayed by the programming software (models 103,
104, 105, or 106).

e Sudden decrease from 100% to 25% battery life indicator, although the actual battery life and battery function are not affected (models 103,
104, and 105).

FDA's CDRH further that this problem does not affect model 1000 SenTiva or model 102/102R generators, however, any patient with a model 103, 104,
105 or 106 generator that has been programmed using a model 3000 programmer may be affected by this problem. FDA's CDRH states that the
manufacturer initiated arecall by letter on November 13, 2017. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Identify any affected programmersin your inventory. If you have affected programmers, verify that you have received the letter from Cyberonics.
Discontinue use of affected programmers with models 103, 104, 105, or 106 generators. Affected programmers with model 1000 SenTiva generators can
continue to be used. A LivaNova representative will contact your facility to collect data from your model 3000 programmer to identify which patients are
affected by this problem.

For Further Information:

Cyberonics clinical technical support department

Tel.: (866) 882-8804

Website: Click here

References:

United States, Food and Drug Administration. Center for Devices and Radiological Health. Class 2 device recall VNS therapy programmer,
Model 3000 v1.0 system [online]. 2018 Jun 19 [cited 2018 Jun 21]. Available from Internet: Click here .

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 21. FDA CDRH Database. Class I1. Z-2255-2018 Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://us.livanova.cyberonics.com/healthcare-professionals/contact-us

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRes/res.cfm?ID=164316

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRes/res.cfm?ID=164316

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/175315/20180619CyberonicsVNSTherapyProgrammerCDRH.pdf
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[High Priority ] - A30849 : Natus—XIltek NeuroWorks Software: May Be Susceptible to Cybersecurity

Vulnerabilities
Medical Device Ongoing Action

Published: Tuesday, June 19, 2018

UMDNS Terms:

® Software, Physiologic Monitoring, Electroencephal ography [26714]
Product Identifier:
[Capital Equipment]

Natus Medical Inc .
Product Model Software Version

Electroencephal ography (EEG) System Software Xltek Neuroworks 8

Geographic Regions: [(Impact in& #160;specific regions has not been identified or ruled out at the time of this posting), Worldwide
Manufacturer(s): Natus Medical Inc 6701 Koll Center Pkwy, Pleasanton, CA 94566, United States
Suggested Distribution: Clinical/Biomedical Engineering, Critical Care, Information Technology, Neurology, Sleep Laboratory

Problem:

OlIn aJdune 14, 2018, Advisory, the U.S. Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) states that the above software may
be vulnerable to Stack-Based Buffer Overflow and Out-of-Bounds Read. ICS-CERT also states that successful exploitation of these vulnerabilities
require access to the Natus customer network, and could crash the device being accessed; a buffer overflow condition may allow remote code
execution. The potential vulnerabilities are as follows:

e Out-of-Bounds Read (CWE-125)
e A specialy-crafted packet may be able to cause an out-of-bounds read, which may result in a denial-of-service condition.
e Stack-Based Buffer Overflow (CWE-121)

e An attacker may cause a buffer overflow by sending a specially-crafted packet to the affected product while the product attempts
to open afile requested by the client.

e A specially-crafted packet received during the execution of certain commands can cause memory to be overwritten in away that
could allow an attacker to take control of the program.

e An error in the way the program parses data structures may allow an attacker to take control of the system by sending it a
specially-crafted packet.[]

e A specially-crafted packet takes advantage of the way the program parses data structures and may cause a buffer overflow, which
may allow remote execution of arbitrary code.

The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify any affected softwarein your inventory. If you have affected software, verify that you have reviewed the June 14, 2018, ICS-CERT Advisory .
Natus recommends installation of Neuroworks/SleepWorks 8.5 GMA 3, a software update with security enhancements to address the vulnerabilities
identified in NeuroWorks/SleepWorks 8. [JA free software update to Neuroworks/SleepWorks 8.5 GMA 3 is available to users using
NeuroWorks/SleepWorks Version 8.0, 8.1, 8.4, or 8.5. Natus recommends installing this update on affected systems as quickly as possible.

The National Cybersecurity and Communications Integration Center (NCCIC) recommends that users take defensive measures to minimize the risk of
exploitation of the above vulnerabilities. Users should:

e Minimize network exposure for al control system devices and/or systems, and ensure that they are not accessible from the Internet.
e L ocate control system networks and remote devices behind firewalls, and isolate them from the business network.

e \When remote access is required, use secure methods, such as virtua private networks (VPNSs), recognizing that VPNs may have
vulnerabilities and should be updated to the most current version available. Recognize that VPN is only as secure as the connected devices.

Additional mitigation guidance and recommended practices are publicly available on the |CS-CERT website in the Technical Information Paper, 1CS-
TIP-12-146-01B--Targeted Cyber Intrusion Detection and Mitigation Strategies .

For Further Information:

NCCIC

Tel.: (888) 282-0870

E-mail: NCCICCUSTOMERSERVICE@hg.dhs.gov

Website: Click here

Natus

Website: Click here

References:

e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Natus Xltek
NeuroWorks [online]. 2018 Jun 14 [cited 2018 Jun 19]. Available from Internet: Click here.

Comments:

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://ics-cert.us-cert.gov/advisories/ICSMA-18-165-01

https://ics-cert.us-cert.gov/advisories/ICSMA-18-165-01

https://ics-cert.us-cert.gov/

https://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B
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e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or

source documents, to the original aert. For additiona information regarding the format of this alert, refer to our HDA Format Guide.

Source(s):
e 2018 Jun 19. Member Hospital. ICS-CERT Advisory Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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New  CADD-Solis VIP Ambulatory Infusion = 6/27/2018 Smiths Medical ASD Inc. =~ MEDICARE DRUG STORE 2
Pumps COMPANY g
New  Catheter, C2 CryoBalloon" Ablation  6/25/2018 C2 Therapeutics Inc. N/A 2 https
System
New J-Plasma Precise 360 Handpieces 6/25/2018 Bovie Medical Corporation Bio Standards FSN 8
New Maestro 4000 Cardiac Ablation 6/27/2018 Boston Scientific Cardiac FAROUK, MAAMOUN FSN  https
System Rhythm Management TAMER & COMPANY
Update PENTAX Medical ED-3490TK 6/25/2018  PENTAX Europe GmbH  Medical supplies & Services  FSN  https
Duodenoscope and inspection of all Co.Ltd Mediserv ://nc

PENTAX Duodenscopes

In vitro diagnostic devices

New 2-MET Urine ELISA Fast Track 6/26/2018 ordiagnostika Nord GmbH N/A FSN  A/Ca\
New ABX Pentra Micro ALBUMIN 2 CP  6/28/2018 Horiba ABX SAS Jf Ibrahim Batterjee & Bros. C 2 A/Ca\
New Alinity hg Analyzer , 6/28/2018 Abbott supplies & Services Co.Ltd M FSN  A/Ca\
New Alinity s System 6/27/2018 Abbott supplies & Services Co.Ltd M FSN  A/Ca\
Update cobas omni MGP Reagent when used 6/27/2018 Roche Diagnostics Corp FAROUK, MAAMOUN 2 https
with cobas MPX assay (for use on the TAMER & COMPANY ://nc

cobas 6800/8800 systems)


http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12789
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12809
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12788
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12794
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12824
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12828
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12811
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=10&rid=12803
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[High Priority ] - A30845 : Smiths—CADD-Solis VIP Ambulatory Infusion Pumps: Back Pressure or

Fluid Resistance May Result in Fluid Under- or Overdelivery
Medical Device Ongoing Action

Published: Tuesday, June 19, 2018
Last Updated: Thursday, June 21, 2018

UMDNS Terms:

® |nfusion Pumps, Analgesic, Patient-Controlled, Ambulatory [28080]
Product Identifier:
[Capital Equipment]

Smiths Medical ASD Inc

Model Model No.

Product

Infusion Pumps CADD-SolisVIP 21-2120-0100-02, 21-2120-0100-50, 21-2120-0100-51, 21-2120-
0100-92, 21-2120-0100-95, 21-2120-0102-02, 21-2120-0102-51,
21-2120-0102-78, 21-2120-0102-92, 21-2120-0103-02, 21-2120-
0103-51, 21-2120-0103-78

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), Canada
Manufacturer(s): Smiths Medical ASD Inc600 Cordwainer Dr 3rd Floor, Norwell, MA 02061, United States

Suggested Distribution: Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery, Home Care, Pain
Clinic, IV Therapy

Problem: In aJune 11, 2018, Urgent Medical Device Field Safety Notice letter submitted by ECRI Institute member hospitals, Smiths states that the
above pumps may deliver fluids at rates over or under the +6% delivery accuracy claimed in the manuals as aresult of back pressure or fluid resistance,
which may occur because of the following:

e Properties of the infused fluid, including temperature or viscosity
e The height of the pump relative to the patient

e Theuse of components such as catheters or filters

e Thetype of administration sets or cassettes used

e Ambient temperature

Smiths also states that the delivery inaccuracy may range from 20% under to 10% over. Smiths further states that potential risks associated with this
problem are expected to occur at arate of less than one in 10,000 infusions and may include, depending on the therapy being delivered, the following
nominal conditions:

Underdelivery:

1. Inadequate control of symptoms, including increase in pain or increase in cardiac symptoms (i.e., heart rate, rhythm, blood pressure)

2. Inadequate or delay of treatment and delivery of subtherapeutic doses of medication for which a specific volume needs to be infused
(e.g., antibiotics, chemotherapy, nutritional therapy)

Overddlivery:

1.  Patientsmay receive their medicinal product in an inappropriate allowable time frame. For example: In over-delivery of opioids for pain
relief, patients may experience somnolence and/or decreased respiratory drive.

2. If the volume infused occurs too rapidly, the reservoir may empty. This may lead, for example, to the pump not maintaining the keep
vein open (KVO) rate, which may result in the clotting of apatient’s catheter.

The manufacturer has not confirmed the information provided in the source material.

Action Needed: Identify any affected pumpsin your inventory. If you have affected pumps, verify that you have received the June 11, 2018, Urgent
Medical Device Field Safety Notice letter, Response Form, and replacement information for operator's manual from Smiths. The firm recommends that
you consider appropriate patient selection in combination with environmental factors before using affected pumps, including in a home use setting in
which patients are not under the direct supervision of a healthcare professional. Additionaly, review the clarified labeling in the |etter when considering
patient selection in whom CADD-Solis VIP pump use is prescribed. Patient instructions should be provided to ensure that optimal accuracy is achieved.
Before using affected pumps, review the system delivery accuracy information in the letter and in the replacement information for operator's manual.
Inform all relevant personnel at your facility of theinformation in the letter, and forward a copy of the letter to any facility to which you have further
distributed affected product. Regardless of whether you have affected pumps, complete the Response Form and return it to
SmithsMedical8919@stericycle.com .

For Further Information:

Stericycle

E-mail: SmthsM edical8919@stericycle.com
Website: Click here

Smiths

Website: Click here

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 18. Member Hospital. Smiths letter submitted by an ECRI Institute member hospital (includes reply form) Download
e 2018 Jun 19. Member Hospital. Braemed letter submitted by an ECRI Institute member hospital (includes reply form) Download
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[High Priority ] - A30859 : Bovie—J-Plasma Precise 360 Handpieces: Rotating Tip May Separate
from Distal End of Handpiece
Medical Device Ongoing Action

Published: Thursday, June 21, 2018

UMDNS Terms:

® Knives, Plasma[15796]
Product Identifier:

[Consumable]
Bovie Medical Corp
Product Catalog No. Lot No.
J-Plasma Precise 360 Handpieces BVX-330BR, BVX-330NR, BVX-450BR, BVX-450NR All

Geographic Regions: OO(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Bovie Medical Corp 5115 Ulmerton Rd, Clearwater, FL 33760-4004, United States
Suggested Distribution: OR/Surgery, Materials Management

Problem:

OIn aJune 18, 2018, Urgent Medical Device Recall letter submitted by ECRI Institute member hospitals, Bovie states that the rotating tip on the above
handpieces may separate from the distal end of the handpiece while being extracted from the trocar/cannula with force exceeding current specifications,
potentially causing the tip to be |eft inside the patient if it is not noticed at the time of extraction. Bovie also states that this problem may occur if the
devicetip gets caught on aledge inside the cannula and significant mechanical forceis used to freeit. Bovie further states that it has received no reports of
user or patient injury as aresult of this problem. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have received the June 18,
2018, Urgent Medical Device Recall |etter and Acknowledgment and Receipt Form from Bovie. Complete the form, and return it to Bovie using the
instructions on the form. Y ou may use the BV X-330B device or BV X-450B device as replacements because these handpieces do not contain the
defective component. To arrange for product return and replacement, contact your Bovie local representative or the Bovie customer service
department using the information below.

For Further Information:

Bovie Medical

Tel: (800) 537-2790, 8 am. to 5 p.m. Eastern time, Monday through Friday

E-mall: corrections@boviemed.com

Website: Click here

Comments:

e [Thisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customersto repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Jun 20. Member Hospital. (includes reply form) Download
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New cobas p 612 pre-analytical system 7/1/2018  Roche Diagnostics Corp FAROUK, MAAMOUN FSN  https
(LCPL) . TAMER & COMPANY
New MDmulticard Basic Extended 6/27/2018 Medion Grifols ABDULLA FOUAD FSN  https
Phenotype Diagnostics AG HOLDING COMPANY
# New RAPIDLab 1200 and RAPIDPoint 6/27/2018 Siemens Healthcare Abdulrauf Ibrahim Batterjee  FSN | g
400/500 Blood Gas Analyzers Diagnostics & Bros. Company
New VITROS Chemistry Products Na+ 6/27/2018 Ortho-Clinical Diagnostics Samir Photographic FSN  https
Slides , Supplies Co. Ltd.

Non-active implantable devices

New  Biomet Modular Primary Tibial Tray  6/26/2018 Zimmer Biomet, Inc. Isam Economic Co. 2 https
Implants (size 75 mm)

New Drill guide for the JAWS Nitinol 6/27/2018 Paragon 28, Inc N/A 2 https
Staple System

New First generation JOURNEY BCS 6/27/2018 Smith & Nephew inc Smith & Nephew inc FSN  https
femoral and tibial insert components

New  Perceval Sutureless Heart Valve . 6/27/2018 LivaNova PLC cigalah group FSN A/Ca\

Reusable devices

# New Designed for Digital and TomoSPOT  6/25/2018 Beekley Corp Bio Standards FSN | g
Skin Markers


https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12833
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12816
http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12804
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12798
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12812
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12815
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12807
http://Attached
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[High Priority ] - A30846 : Siemens—RAPIDLab 1200 and RAPIDPoint 400/500 Blood Gas Analyzers:
Cybersecurity Vulnerabilities May Allow Attackers to Elevate Their Privileges and/or Access Devices

over Port 5900/tcp; Manufacturer Provides Workarounds and Mitigations
Medical Device Ongoing Action

Published: Wednesday, June 20, 2018
Last Updated: Thursday, June 21, 2018

UMDNS Terms:
® Analyzers, Laboratory, Blood Gas [18617]
® Analyzers, Point-of-Care, Whole Blood, Gas/pH [18510]
® Analyzers, Point-of-Care, Whole Blood, Gas/pH/Electrolyte [18511]
® Analyzers, Point-of-Care, Whole Blood, Gas/pH/Electrolyte/Metabolite [18853]

® Analyzers, Point-of-Care, Whole Blood, Multianalyte [18509]
Product Identifier:
[Capital Equipment]

Siemens Healthcare

Product Model

Blood Gas Analyzers RAPIDLab 1200, RAPIDPoint 400, RAPIDPoint 500

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Siemens Healthcare40 Liberty Blvd, Malvern, PA 19355-9998, United States
Suggested Distribution: Clinical/Biomedical Engineering, Clinical Laboratory/Pathology, Information Technology, Point-of-Care Coordination

Problem:
OlnaJune 12, 2018, Security Advisory letter submitted by an ECRI Institute member hospital, Siemens states that the above analyzers may have the
following cybersecurity vulnerabilities:

e Vulnerability CVE-2018-4845: Remote attackers with either local or remote credentialed access to the “Remote View” feature may be able
to elevate their privileges, compromising confidentiality, integrity, and availability of the system. No specia skills or user interaction are
required to perform this attack.

e Vulnerability CVE-2018-4846: A factory account with hardcoded password may allow attackers access to the device over port 5900/tcp.
Successful exploitation requires no user interaction or privileges and affects the confidentiality, integrity, and availability of the affected
device.

Siemens also states that it has received no reports of public exploitation of these vulnerabilities. The manufacturer has not confirmed the information
provided in the source material.

Action Needed:
Oldentify any affected analyzersin your inventory. If you have affected analyzers, verify that you have received the June 12, 2018, Security Advisory
letter from Siemens. Siemens recommends the following mitigations and workarounds:

e RAPIDLab 1200, RAPIDPoint 400, and RAPIDPoint 500 systems (all versions without use of Siemens Healthineers Informatics products):
e Restrict physical access to only authorized individuals to limit exposure to CV E-2018-4845.

e Disable the Remote Viewing feature by following the instructionsin the “ Enabling or Disabling Remote Viewing” section of the
analyzer Operator’s Guide to limit exposure to CV E-2018-4845 and mitigate CV E-2018-4846.

e RAPIDLab 1200 series systems (all versions before V3.3 with Siemens Healthineers Informatics products):
e Restrict physical access to only authorized individuals to limit exposure to CV E-2018-4845.
e Upgradeto V3.3 or 3.3.1. Contact your Siemens Healthineers service desk for more information.
e Change the password according to the release notes, or contact the service department.

e To ensure seamless and secure connectivity with the RAPIDComm Data Management System, RAPIDComm V7.0 or higher is
recommended.

RAPIDPoint 500 systems (all versions above or equal to V3.0 with Siemens Healthineers | nformatics products):

e Restrict physical access to only authorized individuals to limit exposure to CV E-2018-4845.

e Change the password according to the release notes or contact the service department.

e To ensure seamless and secure connectivity with RAPIDComm, RAPIDComm V7.0 or higher is recommended.
o RAPIDPoint 500 systems (V2.4.X with Siemens Healthineers |nformatics products):

e Restrict physical access to only authorized individualsto limit exposure to CVE-2018-4845.

e Upgrade to and follow instructions provided for V3.0.
RAPIDPoint 500 systems (all versions before or equal to V2.3 with Siemens Healthineers | nformatics products):

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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e Restrict physical access to only authorized individuals to limit exposure to CV E-2018-4845.
e Siemens Healthineers will update the advisory when new information becomes available.

e RAPIDPoint 400 systems (all versions with Siemens Heal thineers Informatics products):
e Restrict physical access to only authorized individuals to limit exposure to CVE-2018-4845.
e Upgrade to RAPIDPoint 500 series.

e |f upgrading is not an option, disable the Remote Viewing feature by following the instructions in the “Enabling or Disabling
Remote Viewing” section of the analyzer Operator’s Guide to limit exposure to CVE-2018-4845 and mitigate CV E-2018-4846.

Siemens al so recommends that you ensure that you have appropriate backups and system restoration procedures. For specific patch and remediation
guidance information, contact your local Siemens Healthineers customer service engineer, portal, or regional support center.

For Further Information:

Siemens ProductCERT

Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 18. Member Hospital. SSA-755010 Download
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[High Priority ] - A30885 : Beekley—Designed for Digital and TomoSPOT Skin Markers: Use May Be

Associated with Image Artifact
Medical Device Ongoing Action

Published: Thursday, June 21, 2018

UMDNS Terms:

® Markers, Skin [12443]
Product Identifier:

[Consumable]
Product Bleggéfy Corp Distribution Date
Skin Markers Designed for Digital 2018 Feb 2 to 2018 May 31
TomoSPOT 2018 Feb 2 to 2018 May 31

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), & #160;U.S.
Manufacturer(s): Beekley Corp 1 Prestige Ln, Bristol, CT 06010, United States
Suggested Distribution: Obstetrics/Gynecology/Labor and Delivery, Oncology, Diagnostic Imaging, Materials Management

Problem: In aJune 13, 2018, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Beekley states that the above skin
markers may produce imaging artifacts that can mimic calcifications on patient mammograms. The manufacturer has not confirmed the information
provided in the source material .

Action Needed:

Identify and isolate any affected product in your inventory. For assistance in identifying the lot number, see theillustration in the letter . If you have
affected product, verify that you have received the June 13, 2018, Urgent Medical Device Recall letter and Acknowledgment form from Beekley.
Regardless of whether you have affected product, complete the Acknowledgment form and return it to Beekley by fax using the information on the form.
To obtain a shipping label for product exchange, contact the Beekley customer care team using the information below. Return affected product, along
with a copy of the Acknowledgment form, to Beekley using the shipping label.

For Further Information:

Beekley customer care team

Tel.: (800) 233-5539, 8 am. to 5:30 p.m. Eastern time

To report adverse events and product quality problems:

Kate Chase, Beekley quality assurance and regulatory manager

Tel.: (800) 233-5539, ext. 434

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide

Source(s):
e 2018 Jun 21. Member Hospital. Beekley letter submitted by an ECRI Institute member hospital (includes reply form) Download
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# New Endoscopic Cleaning Brushes 6/27/2018 Medline Industries Inc.... Ikar Establishment 2l 8
New Pilling(R) UNIVERSAL SHEARS 6/28/2018 Teleflex Medical . Saudi Medical Services SMS 2 A/Ca\
New Trocar ENDOSPHERE 6/27/2018 Peters Surgical Dawha Medical FSN A/Ca\

Single-use devices

New  Alaris / Asena GS, GH, CC, TIVA, PK,  6/27/2018  Becton, Dickinson And Medical Regulations Gate FSN  https

Enteral Syringe Pump Company
New Amalgatome SD 6/28/2018 Exsurco Medical N/A 2 A/Ca\
New Arrow® HANDS-OFF® 6/27/2018 = Arrow International Inc Gulf Medical Co. FSN  https

Thermodilution Catheter

# New Covidien Polysorb Braided 6/25/2018 Medtronic SA Medtronic Saudi Arabia FSN | ‘ g
Absorbable Sutures

New Graphic Case 6.5mm & 7.3mm 6/26/2018 Synthes GmbH. Johnson & Johnson 2 https
Cannulated Screw Sets ~ Medical Saudi Arabia

# New Hypodermic NEOLUS Needles 7/1/2018 Terumo Europe N.V.  3DULREHMAN AL GOSAIBIG' FSN

(«—=]
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[High Priority ] - A30850 : Medline—Endoscopic Cleaning Brushes: Brush May Detach during

Cleaning
Medical Device Ongoing Action

Published: Tuesday, June 19, 2018
Last Updated: Thursday, June 21, 2018
UMDNS Terms:
® Brushes, Cleaning, Instrument, Endoscope, Channel [21139]

® Brushes, Cleaning, Instrument, Endoscope, Vave/Head [21140]
Product Identifier:

[Consumable]
Medline Industries Inc DS
Product Item No. Lot No. Distribution Date
Endoscopic Cleaning Brushes DYK1002DBDE, DY K 1002DBSE, GM10, GJ25, HA05, 2018 Mar 5to 2018 Jun 8
DYK1002DCB, DYK 1002SBC HA20

Geographic Regions: OO(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Medline Industries Inc One Medline Pl, Mundelein, IL 60060, United States
Suggested Distribution: OR/Surgery, Central Sterilization Reprocessing, Materials Management

Problem:

O0InaJune 13, 2018, Urgent Recall Immediate Action Required letter submitted by an ECRI Institute member hospital, Medline states that the above
cleaning brushes may detach during cleaning, potentially leading to the brush being left in the scope. The manufacturer has not confirmed the information
provided in the source material.

Action Needed:

OOIdentify, discontinue use of, and discard any affected product in your inventory. If you have affected product, verify that you have received the June
13, 2018, Urgent Recall Immediate Action Required letter and Urgent Remedial Action Destruction Form from Medline. Regardless of whether you have
affected product, complete the form and return it to Medline using the instructions on the form. Upon receipt of the form, Medline will provide your
facility with credit. Inform all relevant personnel at your facility of the information in the letter, and forward a copy of the letter to any facility to which
you have further distributed affected product.

For Further Information:

Medline

Tel.: (866) 359-1704

Website: Click here

ECRI Institute Recommendations:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 18. Member Hospital. Medline Reference No. R-18-098 (includes reply form) Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.
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[High Priority ] - A30880 : Medtronic—Covidien Polysorb Braided Absorbable Sutures: May Be

Contaminated with Propylene Glycol
Medical Device Ongoing Action

Published: Thursday, June 21, 2018

UMDNS Terms:

® Sutures, Synthetic, Absorbable [22892]
Product Identifier:

[Consumable]
Medtronic Inc L
Product Item No. Lot No. Distribution Date
36-Inch, 90 cm Undyed GS-21 CL955 A8C0783X 2018 Apr 10to 2018 Apr 23
Covidien Polysorb Braided
Absorbable Sutures 1

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Medtronic Inc710 Medtronic Pkwy, Minneapolis, MN 55432-5604, United States
Suggested Distribution: Emergency/Outpatient Services, Infection Control, OR/Surgery, Materials Management

Problem:

OInaJdune 15, 2018, Urgent Medical Device Recall letter, Medtronic states that the above sutures may have been contaminated with propylene glycol
during the manufacturing process. Sutures exposed to this contaminant may prematurely degrade or break, potentially leading to tissue irritation or
wound dehiscence if the suture is used. Medtronic also states that it has received no reports of adverse events related to this problem. The manufacturer
has not confirmed the information provided in the source material.

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have received the June 15,
2018, Urgent Medical Device Recall letter and Recalled Product Return Form from Medtronic. Regardless of whether you have affected product,
complete the Recalled Product Return Form and return it to Medtronic using the instructionsin the letter. If you purchased affected product directly from
Medtronic, obtain areturn goods authorization (RGA) number by contacting the Medtronic customer service department by telephone using the
information below. Return affected product using the RGA number by mail to Medtronic, Attn: Field Returns Department, at 195 McDermott Rd, North
Haven, CT 06473, United States. If you purchased affected product through a distributor, contact them for instructions on returning affected product.
Inform all relevant personnel at your facility of theinformation in the letter, and forward a copy of the letter to any facility to which you have further
distributed affected product. Report any quality problems experienced with the use of affected product to the Medtronic postmarket vigilance department
by email at quality.assurance@covidien.com . U.S. customers should report adverse events or quality problems with affected product to FDA's
MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; or online at the MedWatch website .

For Further Information:

Medtronic customer service department

Tel.: (800) 962-9888 (select option 2), 8 am. to 6:30 p.m. Eastern time, Monday through Friday
Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Jun 21. Distributor. (includes reply form) Download

©2018 ECRI Ingtitute
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[High Priority ] - A30875 : Terumo—Hypodermic NEOLUS Needles: Sterility May Be Compromised
Medical Device Ongoing Action

Published: Thursday, June 28, 2018

UMDNS Terms:

® Needles, Injection, Hypodermic [12745]
Product Identifier:

[Consumable]
Product ;—?ggumc(% No. Lot No.
Hypodermic NEOLUS Needles NN-2516R04T 1802003
NN-2525R 1802005
NN-2116R 1802007
NN-2125R 1802008
NN-2316R 1803001
NN-2325R04T 1803003
NN-2516R 1804003

Geographic Regions: Belgium, Chile, Italy, Turkey, U.K.
Manufacturer(s): Terumolkaroslaan 41, B-1930, Zaventem, Belgium
Suggested Distribution: Critical Care, Emergency/Outpatient Services, Infection Control, Nursing, Home Care, Pharmacy, Materials Management

Problem:

OInaJune 2018 Urgent Field Safety Notice letter posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA), Terumo states
that the blister foil part of the packaging of the above needles may contain folds, potentially resulting in open channels and compromising product
sterility. Terumo also states that it has received no reports from users related to this problem. O

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have received the June
2018 Urgent Field Safety Notice letter and Customer Reply Form from Terumo. Complete the Customer Reply Form, and return it to Terumo using the
information on the form. Terumo will contact your facility to arrange for product return and replacement. Inform all relevant personnel at your facility of
the information in the letter.

For Further Information:

Terumo local representative

Website: Click here

References:

Great Britain. Medicines and Healthcare Product Regulatory Agency. Terumo: Terumo® hypodermic NEOLUS needle [online]. London:
Department of Health; 2018 Jun 20 [cited 2018 Jun 27]. (Field safety notice; reference no. 2018/006/012/081/003). Available from Internet: Cli
ck here.

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 27. MHRA FSN. 2018/006/012/081/003 Download
e 2018 Jun 27. MHRA FSN. (includes reply form) Download

e 2018 Jun 28. Manufacturer. Manufacturer confirmed information
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https://www.gov.uk/drug-device-alerts/field-safety-notice-11-to-15-june-2018?utm_source=b8b01d33-f3d9-4ca8-b6e6-fb318b37fef6&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate
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# New Povidone-lodine Presaturated 6/27/2018 C R Bard Inc C.R. BARD Saudi Arabia 2
Swabsticks and Fluid Pouches
Contained in Foley/Intermittent g
Catheter Kits and Touchless Plus
Intermittent Catheter Systems

New Simpurity DermaPro Waterproof 6/26/2018 Safe N Simple, LLC N/A | https
Silicone Tape, Safe'n'Simple, ://nc
WOUNDCARE

New  Space Pump IV Set, 2 Caresites, ASV, 6/28/2018 B. BRAUN MEDICAL INC... Medical supplies & Services | https
0.2 Micron Air Eliminating Filter Co.Ltd Mediserv

New SYNCHRO , 6/27/2018 Stryker Neurovascular K, MAAMOUN TAMER & COl  FSN  A/Ca\

*  The sign (#) on the left side of the FSN's indicates that the source of this FSN is ECRI
* Dndicates that medical devices subject to removal and/ or destroyed action.

* SBED Team Recommend ensuring The listed Distributors in this report as they may differ from the distributors you
are dealing with

SBED is devoted to receive the adverse event report and feedback information about any medical devices
malfunction from hospitals and healthcare facilities all around KSA, studying them and collaborative working with
manufacturers, authorized representatives and distributors to take the right action and assuring the proper safe
performance.

To see recent recalls kindly visit the following link:

http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx

In case you find an effected medical devices by any of the published FSN/Recalls, we
urges you to contact the local representative and the National Center for Medical
Device Reporting in order to ensure corrective or planed action been implemented.


http://Attached
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12800
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12825
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12801
http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx
afsaif
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[High Priority ] - A30858 : Bard— Povidone-lodine Presaturated Swabsticks and Fluid Pouches
Contained in Foley/Intermittent Catheter Kits and Touchless Plus Intermittent Catheter Systems:

Shortage Causes Temporary Manufacturing Change
Medical Device Ongoing Action

Published: Wednesday, June 20, 2018
Last Updated: Thursday, June 21, 2018

UMDNS Terms:
® Procedure Kit/Trays, Catheterization, Urinary, Indwelling [16781]

® Swabs, Antiseptic [13913]
Product Identifier:
[Consumable]

Bard Access Systems Inc

Product Product No.

Foley Catheter Kits A119108, A119110, A153200, A300314A, A300316A, A300318A, A300414A,
A300416A, A300418A, A300916A, A301216A, A301216, A301218, A303314A,
A303316A, A303318A, A303414A, A303416A, A303418A, A304400, A304400A,
A304416A, A304714A, A304716A, A304718A, A304914, A304916, A304918,
A307414A, A307416A, A307418A, A319416A, A319514A, A319516A, A319518A,
A320416A, A322000A, A333100A, A333414A, A333416A, A343414A, A343416A,
A344916, A399400, A399400A, A800060, A800061, A800062, ABO0064, A80006S5,
A800360, A800361, A800362, AB00364, A800365, AB00366, A897214, A8I7216,
A897514, A897516, ABI7518, AB99100, ABIOE16, A8I9914, ABI9916, ABI991S,
A900216, A900314A, A900316A, A900318A, A900414A, A900416, A900416A,
A901216, A901218, A902114, A902116, A902214, A902216, A902414, A902416,
A902418, A902614, A902616, A902914, A902916, A902918, A903314A, A903316A,
A903318A, A903414A, A903416A, A904100, A904400A, A907314, A907316,
A942206, A942208, A942210, A942212, A942214, A942216, A942218, A942614,
A942616, A942618, A943216, A947314, A947316, A947318, A947616, A947618,
A948316, A948318, Al19216M, A119214M, A119218M, A119416M, A119418M,
A319414AM, A319416AM, A319418AM, A319514AM, A319516AM, A319518AM,
A339516AM, A909116M, A909216M, A919414AM, A919416AM, A919514AM,
A919516AM

Intermittent Kits and Touchless Plus Intermittent Catheter Systems 0035380, 0035630, 0035640, 0035720, 770715, 771114, 771215, 772100, 772414,
772415, 772416, 772417, 772514, 775516, 800316, 800318, 800516, 800518, 802010,
802011, 802015, 802016, 802018, 802030, 802031, 802035, 4A2044, 4A 2045, 4A2046,
4A2056, 4A 3052, 4A3053, 4A3054, 4A 3055, 4A5042, 4A5044, 4A5108, 4A5110,
4A5142, 4A5144, 4A5146, 4A7044, 4A 7114, 4A7116, 58708, 58710, 58712, 58714,
58716

Urine Collection Devices 895605, 895608, 895708, 895710, 702101, 702103, 702416, 762415, 781600S,
781800S, 782100, 782102, 791600, 791800, 792100, 792116, 792118, 800081, 800090,
992116

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Bard Access Systems Inc605 N 5600 W, Salt Lake City, UT 84116, United States

Suggested Distribution: Critical Care, Emergency/Outpatient Services, Infection Control, Nursing, Obstetrics/Gynecology/Labor and Delivery,
OR/Surgery, Home Care, Urology, Materials Management

Problem:

In aJune 6, 2018, letter submitted by an ECRI Institute member hospital, Bard states that there will be atemporary manufacturing change in the above
products because of a market-wide shortage of povidone-iodine presaturated swabsticks and povidone-iodine fluid pouches manufactured by
Lernapharm. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify any affected product in your inventory. If you have affected product, verify that you have received the June 6, 2018, letter from Bard. In the
affected Foley catheter kits listed above, the povidone-iodine fluid pouch will be replaced with a pack of three povidone-iodine pre-saturated swabsticks.
During this temporary manufacturing change, the pack of three povidone-iodine presaturated swabsticks should be used to disinfect the periurethral

area before catheter insertion. Bard will be adding alabel to all affected kits that states the following:

e "This product does not contain a povidone-iodine fluid pouch as indicated, which has been replaced with a pack of three povidone-iodine
pre-saturated swabsticks. Use components included and perform periurethral cleaning prior to catheter insertion using established aseptic
technique.”

In the affected intermittent catheter systems listed above, products will be manufactured without the povidone-iodine presaturated swabsticks. Other urine
collection devices listed above will be manufactured without the povidone-iodine fluid pouch. If you are using one of these affected product codes, obtain
appropriate antiseptic or sterile solution to perform periurethral cleaning before catheter insertion using established aseptic technique according

to hospital protocol. Bard will be adding alabel to all affected products that states the following:

e "This product does not contain povidone-iodine as indicated on the primary packaging. Please obtain appropriate antiseptic or sterile
solution to perform periurethral cleaning prior to catheter insertion using established aseptic technique.”

For Further Information:

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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Bard medical services and support department
Tel.: (800) 227-3357

E-mail: medical.services@crbard.com
Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Jun 20. Member Hospital. June 6, 2018, Bard letter submitted by an ECRI Institute member hospital Download
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