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Dear,

NCMDR team send a weekly update every week
containing the latest Field Safety Corrective
Action/Recalls of medical devices/products on
SFDA website.

* Role of NCMDR officer:

* Kindly respond to the NCMDR weekly report in
both cases either you are affected or not affected.

* Disseminate and share the information with other
Departments within healthcare facility and Ensuring
that the healthcare facility is free of any affected
device/product.

* Communicate with NCMDR Team and Authorized
Representative of the manufacturer if there is any
affected device/product.
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Hospital name:

¢ Aiuaall and

Date:

Hospital affected by any medical device/product in this
report: Yes [_]
No [

¢ [The yellow highlights Indicates that medical devices
subject to removal and/ or destroyed action.

* INCMDR Team Recommend ensuring the listed
Authorized representative/Distributer in this report as they
may differ from the Authorized representative/Distributer
you are dealing with

* The sign (#) on the left side of the FSN's indicates that the
source of this FSN is ECRL

* [Open the links or attachments to find the affected product
identifier, models, serial numbers or codes.
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Dear,
NCMDR team is pleased to inform you that 35 new FSCA/recalls for medical devices and

products posted on SFDA website for the period of 01-Jul-19 to 07-Jul-19 In order
to view more details, ciick the iiniks or attachments @
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Diagnostic and therapeutic radiation devices

# Models WM-NP2 Olympus Salehiya Trading Est.
and WM-DP2
Mobile
Workstations g
Used with Nurse
Control Panel Arm

PROBEAT-V , Hitachi, Ltd. Healthcare )UK, MAAMOUN TAMER & COMF/Secure/CA/CaViewRecal [ ]

SOMATOM SIEMENS Siemens Medical Solutions https://ncmdr.sfda.gov.s
Force, a/Secure/CA/CaViewRec

SOMATOM all.aspx?caid=4&rid=14

Definition AS, 498
SOMATOM

Definition Edge,
SOMATOM

Definition Flash,
SOMATOM Dirive,
SOMATOM
Confidence,
SOMATOM Edge
Plus with
software syngo
CT VB10A .
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https://www.sfda.gov.sa/ar/medicaldevices/Pages/weeklyAlert.aspx
https://www.sfda.gov.sa/ar/medicaldevices/Pages/weeklyAlert.aspx
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=14495
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=14498
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[High Priority ] - A32955 : Olympus—Models WM-NP2 and WM-DP2 Mobile Workstations Used with

Nurse Control Panel Arm: May Become Unstable and Fall over under Certain Conditions
Medical Device Ongoing Action

Published: Friday, June 28, 2019

UMDNS Terms:

® Carts, Storage/Transport, Surgical Instrument [10641]
Product Identifier:
[Capital Equipment, Consumable]

Product Olympus America Inc

Model
Mobile Workstations WM-DP2, WM-NP2
Long Nurse Control Panel Arms MAJ-1664

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Olympus America Inc3500 Corporate Pkwy, Center Valley, PA 18034-0610, United States

Suggested Distribution: Clinical/Biomedical Engineering, Emergency/Outpatient Services, Nursing, OR/Surgery, Pulmonol ogy/Respiratory
Therapy, Diagnostic Imaging, Gastroenterology, Materials Management

Problem:
In aJune 24, 2019, Urgent Medical Device Corrective Action letter submitted by ECRI Institute member hospitals, Olympus states that the above
workstations may become unstable and fall over under the following circumstances:

e A monitor weighing more than 19.8 Ib is attached to the above control panel arm.

e The above control panel arm and LCD monitor arm (model number MAJ-1641) are mounted on the above workstations and are extended in
the same direction, which is an unfavorable position in the same direction (e.g., toward the | eft or right of the workstation). See the pictures
inthe letter .

e Thetotal weight of the equipment and accessories on the workstation shelvesisless than 66.1 Ib.
o Theworkstation is stationary on an incline/decline and the brakes are engaged.

Olympus also states that video monitors that weigh more than 19.8 |b and are no longer compatible with the above control panel arm include, but are not
limited to, the following models:

e VMC-1 Monitor (29.5 Ib)
e Penta 17-inch medical PC monitor (27.5 Ib)
e Medisight touch panel (POC 174) (26/4 Ib)

Olympus further states that it has received no reports of adverse events to this problem. The manufacturer has not confirmed the information provided in
the source material.

Action Needed:

Identify any affected systemsin your inventory. If you have affected systems, verify that you have received the June 24, 2019, Urgent Medical Device
Corrective Action letter, updated instructions for use (IFU), self-fastening strap, and Reply Form from Olympus. Follow the transportation and
maneuvering information in the IFU for affected workstations. Olympus states that the control panel arm IFU manual has been updated to inform users of
the updated maximum mountable arm weight of 19.8 |b. For instructions on the use of the self-fastening strap, see page 13 in the new, revised |FU
manuals. If the monitor that is attached to the control panel arm does not weigh more than 19.8 Ib, the above conditions will not cause the workstation to
become unstable; however, the transportation and maneuvering information in the IFU should still be followed and the self-fastening strip should be used
for continued safe use. Olympus requires that you take the following actions immediately:

1. Review the updated IFU (Revision Issue 5) regarding the control panel arm, and ensure that any monitor placed on the control panel arm
does not exceed the maximum loading of 19.8 Ib.

2. If you are currently using amonitor that exceeds the updated maximum loading requirement with the control panel arm, ensure that the
monitor is removed and replaced with anew monitor that does not exceed 19.8 Ib. Contact your Olympus local representative for further
support.

3. A sef-fastening strap should always be used with the control panel arm. See page 13 in the updated IFU, and apply the supplied self-
-fastening strap according to the instructions.

Inspect your inventory for existing control panel arm |FUs, and discard them.

5. Olympus recommends that the control panel arm is placed within its storage location (specified in the IFU, page 12 section 9,
"Transportation") to avoid the four conditions stated above when the workstations are transported.

6. Ensure that all relevant personnel are trained on the updated |FU for the control panel arm.

©2019 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195375/20190624OlympusNurseControlPanelArmClient_Redacted.pdf?option=80F0607
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Complete the Reply Form, and return it to Olympus. Inform all relevant personnel at your facility of the information in the letter, and forward a copy of
the letter to any facility to which you have further distributed affected product.

For Further Information:

Olympus technical assistance center (TAC)

Tel.: (800) 848-9024 (select option 1), 7 am. to 8 p.m. Eastern time, Monday through Friday

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):
e 2019 Jun 27. Member Hospital. Olympus letter submitted by ECRI Institute member hospital (includes reply form) Download

©2019 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://medical.olympusamerica.com/content/contact-olympus-america

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195375/20190624OlympusNurseControlPanelArmClient_Redacted.pdf
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#

#

Various Systems
Using Remote
Desktop Services
for Microsoft
Windows
Operating
Systems

Varian Medical
Systems

' Varian Medical Systems Arabia |

Commercial Limited

Vereos PET/CT H Philips Healthcare  'hilips Healthcare Saudi Arabia Ltc/Secure[CA[CaViewRecaI‘

Electro mechanical medical devices

CLEO Patient
Monitor
/Tranquility VS
Patient Monitor

Infinium Medical, Inc.

Saudi Health Services Co. Ltd.

https://ncmdr.sfda.gov.s
a/Secure/CA/CaViewRec

all.aspx?caid=2&rid=14

da Vinci Xi Intuitive Surgical Inc | Gulf Medical Co. https://ncmdr.sfda.gov.s
EndoWrist a/Secure/CA/CaViewRec
SureForm 60 all.aspx?caid=8&rid=14
Reload »
Day Set Il HP HBracco Injeneering S.A.. N/A /Secure[CA[CaViewRecaI‘ | | ‘
EVOTECH Advanced Johnson & Johnson Medical
Endoscope Sterilization Products Saudi Arabia Limited
Cleaner and Division of 8
Reprocessor Ethicon,Inc. A
Systems Johnson & Johnson
MiniMed™ Medtronic SA Medtronic Saudi Arabia

Paradigm™ Series
and MiniMedTM
508 Insulin
Pumps ,

Powerheart G5

Cardiac Science

Mohammed Binmahfouz

» https://ncmdr.sfda.gov.s

Automatic AED Corporation Trading Est
Prismaflex Baxter Healthcare Baxter AG https://ncmdr.sfda.gov.s
devices with a/Secure/CA/CaViewRec
software version all.aspx?caid=10&rid=1
8.10
Quantum Spectrum Medical Ltd. Medtronic Saudi Arabia https://ncmdr.sfda.gov.s
Perfusion a/Secure/CA/CaViewRec
Systems
REVACLEAR 400, | Baxter Corp Canada Baxter AG https://ncmdr.sfda.gov.s
REVACLEAR 300 a/Secure/CA/CaViewRec
Dialyzer
Solar Blue Hal Measurement Syster- Gulf Medical Co. 7Secure[CA[CaViewRecaI’ ] ‘
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https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=14512
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=14511
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=14522
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=14519
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=14510
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=10&rid=14501
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=14508
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=14509
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=14503
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[High Priority ] - A32950 : Varian—Various Systems Using Remote Desktop Services for Microsoft

Windows Operating Systems: Bluekeep Vulnerability May Allow Attacker Access
Medical Device Ongoing Action

Published: Friday, June 28, 2019

UMDNS Terms:
® |nformation Systems, Data Management, Oncology, Radiotherapy [20800]

® Workstations, Radiotherapy, Planning [21955]
Product Identifier:
[Capital Equipment]

Varian Medical Systems Inc

Product Model

Systems TrueBeam, VitalBeam, EDGE, Trilogy, Clinac, C-Series with On Board Imager (OBI),
C-Serieswith PVAL, Varian Treatment, Verification Console, Respiratory Gating
System for Scanner

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Varian Medica Systems Inc3100 Hansen Way, Palo Alto, CA 94304-1038, United States
Suggested Distribution: Clinical/Biomedical Engineering, Information Technology

Problem:

InaMay 15, 2019, Product Advisory letter submitted by an ECRI Institute member hospital, Varian states that Microsoft recently issued a notification of
potential security vulnerability affecting Windows Server 2008, Windows 7, and Windows X P. Microsoft reported that a remote code execution
vulnerability existsin Remote Desktop Services (formerly known as Terminal Services) when an unauthenticated attacker connects to the target system
using Remote Desktop Protocl (RDP) and sends specially crafted requests. Varian also states that this vulnerability is pre-authentication and requires no
user interaction. An attacker who successfully exploited this vulnerability could execute arbitrary code on the target system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights. Varian further states that standard V arian-managed Mission Critical
Application Protection (MICAP) is an effective compensating control for this Microsoft vulnerability. Varian states that the firm's standard Juniper
firewall MICAP configurations prohibit RDP connections from a customer network into the Varian system network. Varian treatment delivery systems,
including TrueBeam/VitalBeam/Edge, Trilogy, Clinac, C-Series with On Board Imager (OBI) or Portal Vision Advanced Imaging (PVAI) haveall
shipped with MICAP. Varian also states that Varian Treatment, Verification Console, and Respiratory Gating System for Scanner products also shipped
with MICAP. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Identify any affected systemsin your inventory. If you have affected systems, verify that you have received the May 15, 2019, Product Advisory letter
from Varian. For Varian standalone software systems, a Microsoft Operating System Security Update is available. Microsoft strongly recommends that
you install the applicable update for this vulnerability as soon as possible. The Microsoft notification and applicable updates are available here and here
. Varian recommends that customers apply Microsoft Security Updates as they become available from Microsoft in accordance with their information
technology policies. Applying Microsoft Security Updates will not void any of the applicable Varian product warranties or software service agreements
in effect at the time of installation of the update. To arrange for your system and MICAP protection to be assessed, contact your Varian customer service
representative. If you experience difficulties with Varian software after installation of a Microsoft Security Update, contact the Varian help desk using the
information below or the Varian customer support department.

For Further Information:
Varian help desk
Tel.: (888) 827-4265

E-mall: support@varian.com
Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):
e 2019 Jun 26. Member Hospital. Varian letter submitted by an ECRI Institute member hospital: NC-2019-00291 Download

©2019 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708

https://support.microsoft.com/en-us/help/4500705/customer-guidance-for-cve-2019-0708

mailto:support@varian.com

https://www.varian.com/about-varian/contacts

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195350/20190515VarianVariousSystemsClientRedacted.pdf
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[High Priority ] - A32926 : ASP—EVOTECH Endoscope Cleaner and Reprocessor Systems: May

Exceed Specified Radio-Frequency Emission
Medical Device Ongoing Action

Published: Friday, June 28, 2019

UMDNS Terms:

® Sterilizing Units, Germicidal Liquid [18006]
Product Identifier:
[Capital Equipment]

Advanced Sterilization Products

Product Model

Part No.

Endoscope Cleaner and Reprocessor Systems EVOTECH 50004

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Advanced Sterilization Products 33 Technology Dr, Irvine, CA 92618, United States
Suggested Distribution: Clinical/Biomedical Engineering, Infection Control, Information Technology, Central Sterilization Reprocessing

Problem:

In aJune 14, 2019, Urgent Medical Device Product Notification letter submitted by an ECRI Institute member hospital, ASP states that the above
endoscope cleaner and reprocessor (ECR) systems equipped with certain printers may exceed the radio-frequency (RF) emission specified by |EC-60601-
1-2 and CISPER 11 Class A for RF disturbance. ASP aso states that, according to the standard, the radiated emissions for the above ECR systems should
be below 40 dBOV/m; however the systems have been observed at 44.9 dBOV/m at afrequency of 124.5 MHZ. ASP further states that the risk of
interference to active implantable and wearable devices and nearby medical equipment islow because the emission characteristics are below thresholds
for such devices and that it anticipates no health consequences to the general population. For details, see the |etter . ASP states that it has received no
complaints or adverse event reports related to this problem. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Identify any affected systemsin your inventory. If you have affected systems, verify that you have received the June 14, 2019, Urgent Medical Device
Product Notification letter and Business Reply Form from ASP. ASP will contact your facility to arrange for service to correct this problem. The firm
recommends that you continue to take the precautions normally exercised for proximity of ECR systems to other electromechanical equipment and
electronic medical devicesin your facility. Notify al relevant personnel at your facility of the information in the letter, and keep a copy of the letter
where affected systems are located. Complete the Business Reply Form, and return it to Stericycle using the information on the form. Report any
problems or adverse events associated with the use of affected systems to ASP using the information below.

For Further Information:

ASP customer support department

Tel.: (888) 783-7723

Website: Click here

For inquiries regarding the Business Reply Form:

Stericycle

Tel.: (866) 875-0382 (reference event 2835)

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):

e 2019 Jun 27. Member Hospital. ASP |etter submitted by an ECRI Institute member hospital Event No. 2835 (includes reply form)
Download

©2019 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195249/20190614ASPEVOTECHClient_Redacted.pdf?option=80F0607

http://www.aspjj.com/us/about/locations-contact-info

https://www.stericycle.com/contact-us

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195249/20190614ASPEVOTECHClient_Redacted.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195249/20190614ASPEVOTECHClient_Redacted.pdf
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[High Priority ] - A32959 : Medtronic—Various MiniMed Insulin Pumps: May Have Cybersecurity

Vulnerabilities
Medical Device Ongoing Action

Published: Monday, July 1, 2019

UMDNS Terms:

® |nfusion Pumps, Insulin, Ambulatory [17159]
Product Identifier:
[Capital Equipment]

Medtronic Diabetes USA

Model Software Version

Product

Insulin Pumps MiniMed 508, MiniMed Paradigm 511, MiniMed All
Paradigm 512, MiniMed Paradigm 515, MiniMed
Paradigm 522, MiniMed Paradigm 522K, MiniMed
Paradigm 712, MiniMed Paradigm 712E, MiniMed
Paradigm 715, MiniMed Paradigm 722, MiniMed
Paradigm 722K

MiniMed Paradigm 523, MiniMed Paradigm 523K, <=2.4A
MiniMed Paradigm 723, MiniMed Paradigm 723K

MiniMed Paradigm Veo 554, MiniMed Paradigm Veo <=27A
554CM, MiniMed Paradigm Veo 754, MiniMed Paradigm
Veo 754CM

MiniMed Paradigm Veo 554, MiniMed Paradigm Veo 754 <=2.6A

Geographic Regions: Worldwide
Manufacturer(s): Medtronic Diabetes USA18000 Devonshire St, Northridge, CA 91325-1219, United States

Suggested Distribution: Clinical/Biomedical Engineering, Nursing, Information Technology, Diabetes Education/Coordination, Home Care,
Endocrinology, Point-of-Care Coordination

Problem:

In aJune 27, 2019, Safety Communication, FDA states that an unauthorized person (someone other than a patient, patient caregiver, or health care
provider) could connect wirelessly to anearby MiniMed insulin pump with cybersecurity vulnerabilities. This person could change the pump’s settings to
either overdeliver insulin to a patient, leading to low blood sugar (hypoglycemia), or stop insulin delivery, leading to high blood sugar and diabetic
ketoacidosis. Health Canada states that the settings could be only altered by an unauthorized person if they know the serial number of the specific pump
and can connect wirelessly nearby and if they have the necessary technical skills, the correct radio-frequency equipment, and the malicious intent to
perform the hack. FDA, Health Canada, and Medtronic have received no reports of patient harm related to these potential cybersecurity risks.

Action Needed:

Oldentify any affected pumpsin your inventory and determine whether you have any patients with affected pumps. If you have affected product and/or
patients, verify that you have reviewed the FDA Safety Communication and/or the Health Canada Recall Alert. Patients can refer to Medtronic's patient
letter to determine whether their device is affected. FDA states that Medtronic cannot update the MiniMed 508 and Paradigm insulin pump models to
address these potential cybersecurity risks. As aresult, FDA recommends patients replace affected pumps with models that are better equipped to protect
them from these risks. Healthcare providers should advise patients regarding a prescription to switch to a pump with more cybersecurity protection. For
pump replacement options and to facilitate the replacement process, contact Medtronic by telephone at (866) 222-2584 or through the website . Health
Canada recommends that users do not stop using their insulin pump, as this could result in changes in blood sugar levels. Therisk of cybersecurity
tampering with the pump islow in probability and severity. Healthcare providers should also review the following recommendations with patients who
have affected pumps:

To minimize the potential risk of a cybersecurity attack while you are waiting for a replacement pump:

e Keep your insulin pump and the devices that are connected to your pump within your control at all times whenever possible.
e Do not share your pump serial number.

e Be attentive to pump notifications, alarms, and aerts.

e Monitor your blood glucose levels closely and act appropriately.

e Immediately cancel any unintended boluses.

e Connect your Medtronic insulin pump only to other Medtronic devices and software.

Disconnect the USB device from your computer when you are not using it to download data from your pump.
Get medical help right away if you:

e Have symptoms of severe hypoglycemia (e.g., excessive sweating, feeling very tired, dizzy and weak, being pale, a sudden feeling of
hunger)

e Have symptoms of diabetic ketoacidosis (e.g., excessive thirst, frequent urination, nausea and vomiting, feeling very tired and wesk,
shortness of breath)

Think your insulin pump settings or insulin delivery changed unexpectedly
U.S. customers should report serious adverse events or product quality problems relating to the use of affected product to FDA's MedWatch Adverse
Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at

©2019 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://www.fda.gov/medical-devices/safety-communications/certain-medtronic-minimed-insulin-pumps-have-potential-cybersecurity-risks-fda-safety-communication?utm_campaign=2019-06-27%20Safety%20Comm%20-%20Medtronic%20MiniMed%20Insulin%20Pumps&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/medical-devices/safety-communications/certain-medtronic-minimed-insulin-pumps-have-potential-cybersecurity-risks-fda-safety-communication?utm_campaign=2019-06-27%20Safety%20Comm%20-%20Medtronic%20MiniMed%20Insulin%20Pumps&amp;utm_medium=email&amp;utm_source=Eloqua

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195448/20190627MedtronicMiniMedPumpsMfr.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195448/20190627MedtronicMiniMedPumpsMfr.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195448/20190627MedtronicMiniMedPumpsMfr.pdf?option=80F0607

https://info.medtronicdiabetes.com/legacyexchange

http://www.fda.gov/Safety/MedWatch/HowToReport/DownloadForms/default.htm
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Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website . Canadian customers should
report complaintsinvolving affected devices to Health Canada online.

For Further Information:

FDA Division of Industry and Consumer Education (DICE)

Tel.: (800) 683-2041 or (310) 796-7100

E-mail: DICE@fda.hhs.gov

Medtronic technical service department

Tel.: (800) 638-2041 or (301) 796-7100
Website: Click here

OReferences:

e United States. Food and Drug Administration. Certain Medtronic MiniMed insulin pumps have potential cybersecurity risks: FDA Safety
Communication [onling]. 2019 Jun 27 [cited 2019 Jun 28]. Available from Internet: Click here.

e Health Canada. Recalls and safety alerts. Certain older Medtronic MiniMed insulin pumps may be vulnerable to cybersecurity risks [online].
2019 Jun 29 [cited 2019 Jul 1]. Available from Internet: Click here.

e Maedtronic. Urgent Field Safety Notification. MiniMed™ 508 insulin pump and MiniMed™ Paradigm™ series insulin pumps cybersecurity
concerns [onling]. 2019 Jun 27 [cited 2019 Jul 1]. Available from Internet: Click here .

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):

e 2019 Jul 1. Manufacturer. Medtronic letter Download

©2019 ECRI Ingtitute
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http://www.fda.gov/Safety/MedWatch/default.htm

http://www.fda.gov/Safety/MedWatch/default.htm

http://health.canada.ca/en/health-canada/services/drugs-health-products/compliance-enforcement/problem-reporting/health-product-complaint-form-0317.html

mailto:DICE@fda.hhs.gov

http://www.medtronic.com/contact-us/index.htm

https://www.fda.gov/medical-devices/safety-communications/certain-medtronic-minimed-insulin-pumps-have-potential-cybersecurity-risks-fda-safety-communication?utm_campaign=2019-06-27%20Safety%20Comm%20-%20Medtronic%20MiniMed%20Insulin%20Pumps&amp;utm_medium=email&amp;utm_source=Eloqua#recommendations

https://www.fda.gov/medical-devices/safety-communications/certain-medtronic-minimed-insulin-pumps-have-potential-cybersecurity-risks-fda-safety-communication?utm_campaign=2019-06-27%20Safety%20Comm%20-%20Medtronic%20MiniMed%20Insulin%20Pumps&amp;utm_medium=email&amp;utm_source=Eloqua#recommendations

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2019/70331a-eng.php

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2019/70331a-eng.php

https://www.medtronicdiabetes.com/customer-support/product-and-service-updates/notice11-letter

https://www.medtronicdiabetes.com/customer-support/product-and-service-updates/notice11-letter

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195448/20190627MedtronicMiniMedPumpsMfr.pdf
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e 2019 Jul 1. FDA. Safety Communication Download
e 2019 Jul 1. Health Canada Recall Listings. RA-70331 Download
e 2019 Jul 1. Manufacturer. Manufacturer confirmed information
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http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195501/20190627MedtronicMiniMedPumpsHC.pdf



MMOqalaa
(A32959).pdf


Xenios AG

Support.set
Sauglinge, hilite
800 LT, rheoparin
beschichtet,
Modell Medos

TechnegasPlus
Generator

Al Mofadaly Trading Est. https://ncmdr.sfda.gov.s

a/Secure/CA/CaViewRec

all.aspx?caid=8&rid=14
521
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Warming
Solution Set 205,
Warming Kit 102,

Vitrification
Solution Set 110,
Vitrification Kit
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REPROLIFE N/A https://ncmdr.sfda.gov.s
a/Secure/CA/CaViewRec
all.aspx?caid=8&rid=14

523

Healthcare facility products and adaptations

Getinge
Sterilizer

Getinge Disinfection Gulf Medical Co.

AB

https://ncmdr.sfda.gov.s

In vitro diagnostic devices

AQUIOS Beckman Coulter Al-Jeel Medical & Trading Co. | https://ncmdr.sfda.gov.s

IMMUNO-TROL LTD a/Secure/CA/CaViewRec
Low Cells

ColoCARE ‘Flena Biosciences Euroy Fuad Abdul Jalil Al Fadhli & Sons /Secure(CA(CaViewRecaI‘

Combur-Test UX,
Chemstrip 10 A,
Urisys 1100

Roche Diagnostics
Corp

FAROUK, MAAMOUN TAMER & | https://ncmdr.sfda.gov.s
COMPANY a/Secure/CA/CaViewRec

Creatine Kinase
on the Atellica
Chemistry
platform.

Dimension Vista
System,
Cyclosporine
(CSA) Assay ,

https://ncmdr.sfda.gov.s
a/Secure/CA/CaViewRec

all.aspx?caid=10&rid=1

ABDULREHMAN AL GOSAIBI
GTB

Siemens Healthcare
Diagnostics GmbH

ABDULREHMAN AL GOSAIBI
GTB

Siemens Healthcare
Diagnostics GmbH

https://ncmdr.sfda.gov.s
a/Secure/CA/CaViewRec

all.aspx?caid=4&rid=14

Vacutainer
Fluoride Tubes
for Blood Alcohol
Determinations

BD Biosciences Becton Dickinson B.V.

Yumizen H1500
and H2500

HORIBA ABX SAS. Samir Photographic Supplies

https://ncmdr.sfda.gov.s

Co. Ltd.

Non-active implantable devices

LEGION Optima
Cutting Block.

Smith & Nephew inc Smith & Nephew inc

https://ncmdr.sfda.gov.s
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[High Priority ] - A32968 : BD—Vacutainer Fluoride Tubes for Blood Alcohol Determinations: May Not

Contain Additive
Medical Device Ongoing Action

Published: Tuesday, July 2, 2019

UMDNS Terms:
® Tubes, Blood Collection [14183]

® |VD Test Reagent/Kits, Immunoassay, Drug-of-Abuse [19162]
Product Identifier:

[Consumable]
Product BD uDlI Lot No Expiration Date
Catalog No. .
Vacutainer Fluoride 367001 (01)30382903670018(17)200731(10)8187663(30)0100 8187663 2020 Jul 31
Tubes for Blood
Alcohol

Determinations

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): BD1 Becton Dr, Franklin Lakes, NJ 07417-1884, United States
Suggested Distribution: Clinical Laboratory/Pathology, Materials Management

Problem:

In aJune 12, 2019, Amended Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, BD states that the above tubes may
have no additive within the tube. BD also states that missing additive would be detected when a visual inspection of the above products is performed
before blood collection, as per Good Clinical Practice (GCP). However, once blood is collected in the tubes, the clinician will be unable to determine
whether the tube contains additive. If no additiveis present in the tube, the sample may clot and should be rejected and recollected, as per GCP. BD
further states that based on publicly available scientific literature, in cases in which the sample is processed without the preservative (additive) in the tube,
testing has yielded reliable results if the samples were stored at room temperature for no longer than two days. If the sample was stored for more than two
days, the result for blood alcohol determination may not be accurate (either falsely low or falsely high). The manufacturer has not confirmed the
information provided in the source material .

Action Needed:

Identify and destroy any affected product in your inventory. If you have affected product, verify that you have received the June 12, 2019, Amended
Urgent Medical Device Recall letter and Customer Response Form from BD. Regardless of whether you have affected product, complete the Customer
Response Form and return it to BD using the instructions on the form. Upon receipt of the form, BD will provide your facility with replacement product,
if applicable. Inform all relevant personnel at your facility of the information in the letter. Report any adverse events associated with the use of affected
product to BD. U.S. customers should also report adverse events or product quality problems relating to the use of affected product to FDA’s MedWatch
Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available
here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

BD customer quality department

Tel.: (888) 237-2762 (select option 3, then option 2), 8 am. to 5 p.m. Centra time, Monday through Friday

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):
e 2019 Jul 1. Member Hospital. BD letter submitted by ECRI Institute member hospital Download
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May be reproduced by subscribing institution for internal distribution only.
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https://www.fda.gov/Safety/MedWatch/default.htm

http://www.bd.com/en-us/offerings/capabilities/microbiology-solutions

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195513/20190612BDVacutainerFluorideTubesClient.pdf
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Needles
Regimen 28 Day | Metrex Research, LLC N/A https://ncmdr.sfda.gov.s
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Disinfecting
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Interstitial
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Varian Medical
Systems

Varian Medical Systems Arabia
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[High Priority ] - A32964 : Molded Products—Luer Lock Sets: May Be Mislabeled
Medical Device Ongoing Action

Published: Monday, July 1, 2019

UMDNS Terms:

® Syringes, Plunger, Luer Lock [20259]
Product Identifier:

[Consumable]
Molded
Product fr:’g ducts uDI Distribution Lot Expiration
Catalog Date No. Date
No.
Luer Lock MPC-125 +B144MPC1251/$$52232420266N 2019 Feb 15 to 20266 2022 Nov 20
Sets 2019 May 30

Geographic Regions: U.S.
Manufacturer(s): Molded Products Inc1112 Chatburn Ave, Harlan, |A 51537, United States

Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, DialysisNephrology, Emergency/Outpatient Services, Nursing,
OR/Surgery, Materials Management

Problem:

Oln aJune 13, 2019, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Molded Products states that the above
product may be mislabeled as Male to Male Luer Adapters, catalog number MPC-150 (see the example in the letter ). The case carton and individual
polybags are correctly labeled as the MPC-125 Luer Lock Set, lot number 20266. The MPC-125 Luer lock set contains two non-injectable end caps used
to cap female Luers, whereas the MPC-150 Luer to Luer adapter is used for blood circulation during hemodialysis procedures. Molded Products also
states that this problem may cause healthcare professionals to use the incorrect product for an unintended use. Molded Products further states that the
MPC-125 Luer lock set will not connect in arecirculating path; it will only act as a non-injectable end cap.

Action Needed:

Oldentify any affected product in your inventory. If you have affected product, verify that you have received the June 13, 2019, Urgent Medica Device
Recall letter and Medical Device Recall Customer Response Form from Molded Products. Complete the Medical Device Recall Customer Response
Form, and return it to Molded Products using the instructions on the form. Upon receipt of the form, Molded Products will provide your facility with
replacement product.

For Further Information:

Molded Products

Tel.: (800) 435-8957

%site: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):
e 2019 Jul 1. Member Hospital . (includes reply form) Download
e 2019 Jul 1. Manufacturer. The manufacturer has confirmed the information provided in the source material.
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https://moldedproducts.com/pages/contact-us

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195510/20190628MoldedProductsLuerLockSetsClient_Redacted.pdf
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[High Priority ] - A32960 : Auris—Monarch Aspirating Biopsy Needles: May Break during Use
Medical Device Ongoing Action

Published: Monday, July 1, 2019
Last Updated: Wednesday, July 3, 2019

UMDNS Terms:
® Needles, Aspiration [16774]

® Needles, Biopsy [12734]
Product Identifier:

[Consumable]
Auris Health Inc
Product Product No. Lot No.
Monarch Aspirating Biopsy Needles MBR-000012 RS181129-1, RS181129-2, RS181210-1, RS181210-2,

RS181210-3, RS181210-4, RS190117-1, RS190125-1,
RS190211-1, RS190225-3, RS190308-1, RS190319-1

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Auris Health Inc150 Shoreline Dr, Redwood City, CA 94065, United States
Suggested Distribution: Nursing, Oncology, OR/Surgery, Pulmonology/Respiratory Therapy, Otolaryngology, Materials Management

Problem:

OInaJdune 24, 2019, Urgent Medical Device Recall Removal letter submitted by an ECRI Institute member hospital, Auris states that it has received two
new reports of the above needles breaking during use. Previously, Auris had sent out an April 19, 2019, Field Safety Notice with updated instructions for
use (IFU) for the above products. If the above needles break, potential risks to patients include foreign body reactions, localized inflammatory reactions,
delayed procedures, surgical intervention, and needle migration. Auris further states that it has received no reports of adverse events associated with this
problem. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify, isolate, and discontinue use of any affected product in your inventory. If you have affected product, verify that you have received the June 24,
2019, Urgent Medical Device Recall Removal letter and Acknowledgment Form from Auris. Regardless of whether you have affected product, complete
the Acknowledgment Form and return it to Auris using the instructions on the form. Auriswill contact your facility with areturn material authorization
number and product return instructions. Return unused affected product to Auris. Upon receipt of affected product, Auriswill provide your facility with
credit. Keep the letter visibly posted for awareness until al affected product has been returned. While processing your returns, keep a copy of the letter
with affected product; retain a copy of the letter for your records. Notify all relevant personnel at your facility of the information in the letter; forward a
copy of the letter to any facility to which you have further distributed affected product, and arrange for product return. Refer to the Monarch Platform
Device Compatibility Statement in the User Manual when using other commercially available needles. Auriswill contact your facility when replacement
product is available. U.S. customers should also report adverse events or product quality problems relating to the use of affected product to FDA's
MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500,
available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .

For Further Information:

Auris support

Tel.: (800) 434-0032

E-mall: customercare@aurishealth.com

Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information.

Source(s):
e 2019 Jun 28. Member Hospital. June 24, 2019, Auris letter submitted by an ECRI Institute member hospital (includes reply form) Downloa
d
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https://www.fda.gov/safety/medical-product-safety-information/forms-reporting-fda

https://www.fda.gov/safety/medwatch-fda-safety-information-and-adverse-event-reporting-program

https://www.fda.gov/safety/medwatch-fda-safety-information-and-adverse-event-reporting-program

mailto:customercare@aurishealth.com

https://www.aurishealth.com/contact

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195661/20190624AurisMonarchBiopsyNeedlesClientRedacted.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/195661/20190624AurisMonarchBiopsyNeedlesClientRedacted.pdf
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