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May Have Cybersecurity Vulnerabilities

Device/ Product

e Ventilators, Hamilton-T1
Description:

Manufacturer: HAMILTON MEDICAL AG

Vulnerabilities:
- use of hard-coded credentials cwe-798
- missing xml validation cwe-112
- exposure of sensitive information to an unauthorized actor cwe-200

RISK EVALUATION:
Successful exploitation of these vulnerabilities could allow attackers with physical
access to the device to obtain sensitive information or crash the device being

accessed.
Problem

Summary:
For more information, please check Here.

If you think you had a problem with your device or a device your patient uses, please report
the problem to SFDA through:

NCMDR

Vigilance system

19999 unified call center

AR name: daleel alraeda trading est
Assigned Contact Person: | Malek AlTurayri
Mobile/Phone: +(966) 550270075
Email: malekaltrairi@gmail.com
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https://us-cert.cisa.gov/ics/advisories/icsma-21-047-01
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report

