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May Be Susceptible to PrintNightmare Vulnerability

Device/ Product i .
o Various Clinical laboratory Analyzers

Description:

Manufacturer: BD Biosciences
The manufacturer states that it is aware of and is currently monitoring a remote code
execution vulnerability in the Microsoft Windows Print spooler service, known as
PrintNightmare, affecting all versions of Microsoft Windows operating systems.
CVE-2021-34527 is a remote code execution vulnerability that exists when the
Windows Print Spooler service improperly performs privileged file operations. An
attacker who successfully exploits this vulnerability could run arbitrary code with
SYSTEM privileges. An attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights.

Problem:
For more information, please check Here.
If you think you had a problem with your device or a device your patient uses, please report
the problem to SFDA through:
NCMDR
Vigilance system
19999 unified call center
AR name: Becton Dickinson B.V.

Authorized Assigned Contact Person: | Nawaf Alsalmi

Representative

Details Mobile/Phone: +(966) 566898822
Email: GMB-SAU-REGULATORY @bd.com
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https://cybersecurity.bd.com/bulletins-and-patches/third-party-vulnerability-windows-print-spooler-%28printnightmare%29
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report

