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Safety Communication                                                  رسالة سلامة   
  

Potential Cybersecurity Vulnerabilities to SpaceCom, Battery Pack SP with 

WiFi, Data Module Compactplus 

Device/ Product 

Description: 
Network communication devices 

Affected product:  SpaceCom, Battery Pack SP with WiFi, Data module compactplus 

Manufacturer: B. Braun Melsungen AG 

Problem: 

B. Braun was made aware of potential cybersecurity vulnerabilities in the following 

products: 

 SpaceCom, software versions L81 and earlier 

 Battery pack with WiFi, software versions L81 and earlier 

 Data module compactplus, software versions A10 and A11 

 

Under certain conditions, successful exploitation of these vulnerabilities could allow 

a sophisticated attacker to: 

 Compromise the security of the Space or compactplus communication devices, 

 Escalate privileges, 

 View sensitive information, 

 Upload arbitrary files and perform remote code execution or change the 

configuration of a connected infusion pump Perfusor, Infusomat P from both 

Space and compactplus family which may alter infusions after a successful 

attack. 
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Recommendation

/Actions: 

 

 Update SpaceCom software version to L82 or later versions. 

 Update Battery Pack SP with WiFi to L82 or later version. 

 Update Data module to version A11 (I0050A0011) or later. 

 

For more information, please click here. 

 

If you think you had a problem with your device or a device your patient uses, please 

report the problem to SFDA through: 

NCMDR 

Vigilance system 

)19999 (unified call center 

Authorized 

Representative 

Details 

AR name: Medical supplies and services Ltd.Co 

Assigned Contact Person: Bader Al Shabrain 

Mobile/Phone: 0535000220 

Email: b.alshabrain@mediserv.com.sa 

 

https://us-cert.cisa.gov/ics/advisories/icsma-21-294-01
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report

