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Cardio Products exploitable remotely

Device/ Product ) ) )
Q-Stress, X-Scribe, H-Scribe, R-Scribe

Description:
H-Scribe V501-V6.4.0
Q-Stress V6.00-V6.31
Affected product: i
X-Scribe V501-V631
R-Scribe V501-Vv7.0.0
Manufacturer: Hillrom - WelchAllyn Inc.

Authentication Bypass Using an Alternate Path or Channel, Successful exploitation

Problem: . - .
of this vulnerability could allow an attacker to access privileged accounts.
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Recommendation
[Actions:

Hillrom plans to release software updates to address this vulnerability in their next

software release.

In the interim:

risk:

Hillrom recommends the following workaround and mitigation to reduce the

e Disable the SSO feature in the respective Modality Manager Configuration

settings. Please refer to the instructions for use (IFU) and/or service manual

for instructions on how to disable SSO.

- Hillrom recommends users upgrade to the latest product versions when

updated products are available. Information on how to update these products

to their new versions can be found on the Hillrom disclosure page.

- Hillrom recommends the following additional workarounds to help reduce

risk:

e Apply proper network and physical security controls.

e Apply authentication for server access.

For more information, please click here.

If you think you had a problem with your device or a device your patient uses, please
report the problem to SFDA through:

NCMDR
Vigilance system
(19999) unified call center

Authorized
Representative
Details

AR name:

Farouk Mamoun Tamer & Co.

Assigned Contact Person:

Hamad Alnami

Mobile/Phone:

+(966) 558121998

Email:

RAPMS@tamergroup.com
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https://www.hillrom.com/en/responsible-disclosures/
https://www.cisa.gov/uscert/ics/advisories/icsma-21-343-01
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report
mailto:RAPMS@tamergroup.com

