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Safety Communication                                                  رسالة سلامة   
  

Risk of Cybersecurity Vulnerabilities 

Device/ Product 

Description: 
Agilia Connect Infusion Systems 

Affected product:  

 

 Agilia Connect WiFi module of the pumps D25 and below  

 

 Agilia Link+ 3.0 D15 and below  

 

 Vigilant Software Suite 1.0: Vigilant Centerium, Vigilant MasterMed and 

Vigilant Insight  

 

 Agilia Partner maintenance software 3.3.0 and below 
 

Manufacturer: Fresenius Kabi Ltd 

Problem: 

 

 Uncontrolled Resource Consumption. 

 Use of a Broken or Risky Cryptographic Algorithm. 

 Insufficiently Protected Credentials. 

 Improper Access Control. 

 Plaintext Storage of a Password. 

 Files or Directories Accessible to External Parties. 

 Exposure of Information Through Directory Listing. 

 Cross-site Scripting. 

 Injection. 

 Use of Hard-coded Credentials. 

 Use of Client-side Authentication. 

 Use of Unmaintained Third-party Components. 

 

Recommendation

/Actions: 

 

Fresenius Kabi has created the following new versions to address the above 

vulnerabilities:  

 

 Link+ v3.0 (D16 or later)  
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 VSS v1.0.3 (or later)  

 Agilia Connect Pumps Wi-Fi Module (D29 or later)  

 Agilia Connect Partner v3.3.2 (or later) 

 

Users should take defensive measures to minimize the risk of exploitation of this 

vulnerability. Specifically, users should: 

 

 Minimize network exposure for all control system devices and/or systems, 

and ensure that they are not accessible from the Internet.  

 Locate control system networks and remote devices behind firewalls, and 

isolate them from the business network.  

 When remote access is required, use secure methods, such as Virtual Private 

Networks (VPNs), recognizing VPNs may have vulnerabilities and should be 

updated to the most current version available. Also recognize VPN is only as 

secure as its connected devices. 
 

For more information, please click here and here. 

 

If you think you had a problem with your device or a device your patient uses, 

please report the problem to SFDA through: 
NCMDR 
Vigilance system 
(19999) unified call center 

Authorized 

Representative 

Details 

AR name: Professional Medical Expertise Company 

Assigned Contact Person: Mohammed Jamal Al Modhayan 

Mobile/Phone: 0580158600 

Email: regulatory@promedex.com  

 

https://www.cisa.gov/uscert/ics/advisories/icsma-21-355-01
https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity?utm_medium=email&utm_source=govdelivery
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report
mailto:regulatory@promedex.com

